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Abstract--In distributed and mobile environments, the con-
nections among the hosts on which a software system is run-
ning are often unstable. As a result of connectivity losses, the
overall availability of the system decreases. The distribution
of software components onto hardware nodes (i.e., deploy-
ment architecture) may be ill-suited for the given target hard-
ware environment and may need to be altered to improve the
software system’s availability. The critical difficulty in achiev-
ing this task lies in the fact that determining a software sys-
tem's deployment that will maximize its availability is an
exponentially complex problem. In this paper, we present an
automated, flexible, software architecture-based solution for
disconnected operation that increases the availability of the
system during disconnection. We provide a fast approximative
solution for the exponentially complex redeployment problem,
and assess its performance.

1. INTRODUCTION

The emergence of mobile devices, such as portable
computers, PDAs, and mobile phones, and the advent of
the Internet and various wireless networking solutions
make computation possible anywhere. One can now
envision a number of complex software development
scenarios involving fleets of mobile devices used in
environment monitoring, traffic management, damage
surveys in times of natural disaster, and so on. Such sce-
narios present daunting technical challenges: effective
understanding of software configurations; rapid com-
posability and dynamic reconfigurability of software;
mobility of hardware, data, and code; scalability to large
amounts of data and numbers of devices; and heteroge-
neity of the software executing across devices. Further-
more, software often must execute on “small” devices,
characterized by highly constrained resources such as
limited power, low network bandwidth, slow CPU
speed, limited memory, and patchy connectivity. We
refer to the development of software systems in the
described setting as programming-in-the-small-and-
many (Prism), in order to distinguish it from the com-
monly adopted software engineering paradigm of pro-
gramming-in-the-large (PitL) [5].

Applications in the Prism setting are becoming
highly distributed, decentralized, and mobile, and there-
fore highly dependent on the underlying network.
Unfortunately, network connectivity failures are not
rare: mobile devices face frequent and unpredictable
(involuntary) connectivity losses due to their constant

location change and lack of wireless network coverage;
the costs of wireless connectivity often also induce user-
initiated (voluntary) disconnection; and even the highly
reliable WAN and LAN connectivity is unavailable
1.5% to 3.3% of the time [19].

For this reason, Prism systems are challenged by the
problem of disconnected operation, where the system
must continue functioning in the temporary (near)
absence of the network. Disconnected operation forces
systems executing on each individual host to tempo-
rarily operate independently from other network hosts.
This presents a major challenge for the software systems
that are highly dependent on network connectivity
because each local subsystem is usually dependent on
the availability of non-local resources. Lack of access to
a remote resource can halt a particular subsystem or
even make the entire system unusable.

A key observation for systems executing in the Prism
setting is that the distribution of software components
onto hardware nodes (i.e., a system’s deployment archi-
tecture) greatly influences the system's availability in
the face of connectivity losses. However, the parameters
that influence the optimal distribution of a system may
not be known before the system’s deployment. For this
reason, the (initial) software deployment architecture
may be ill-suited for the given target hardware environ-
ment. This means that a redeployment of the software
system may be necessary to improve its availability.

There are several existing techniques that can support
various subtasks of redeployment, such as monitoring
[7] to assess hardware and software properties of inter-
est, component migration [6] to facilitate redeployment,
and dynamic system manipulation [14] to effect the
redeployment once the components are migrated to the
appropriate hosts. However, the critical difficulty lies in
the fact that determining a software system’s deploy-
ment that will maximize its availability is an exponen-
tially complex problem. Existing approaches that
recognize this (e.g., [1]) still assume that all system
parameters are known beforehand and that infinite time
is available to calculate the optimal deployment.

This paper presents an automated, flexible solution
for disconnected operation that increases the availability



of the system in the presence of connectivity losses. Our
solution takes into account that limited information
about the system and finite (usually small) amount of
time to perform the redeployment task will be available.
We directly leverage a software system’s architecture in
accomplishing this task. Software architectures provide
abstractions for representing the structure, behavior, and
key properties of a software system [15] in terms of the
system’s components, their interactions (connectors),
and their configurations (topologies).

We increase a system’s availability by (1) monitoring
the system; (2) estimating the redeployment architec-
ture; and (3) effecting that architecture. Since estimating
the optimal deployment architecture is exponentially
complex, we provide a fast approximative solution for
increasing the system’s availability, and provide an
assessment of its performance. We provide a light-
weight, efficient, and adaptable architectural middle-
ware, called Prism-MW, that enables implementation,
execution, monitoring, and automatic (re)deployment of
software architectures in the Prism setting. We have
evaluated our approach on a series of examples.

The remainder of the paper is organized as follows.
Section 3 defines the problem our work is addressing
and presents an overview of our approach. Section 2
presents overviews of the techniques that enable our
approach, and of related work. Section 4 introduces
Prism-MW and its foundation for the disconnected oper-
ation support. Sections 5, 6, and 7 present the three
stages of the redeployment process: monitoring, rede-
ployment estimation, and redeployment effecting. The
paper concludes with the discussion of future work.

2. FOUNDATIONAL AND RELATED WORK

This section presents three cases of techniques that
form the foundation of our approach and a brief over-
view of existing disconnected operation techniques.

2.1 Deployment

Carzaniga et. al. [3] propose a comparison frame-
work for software deployment techniques. They identify
eight activities in the software deployment process:

* Release — preparing a system for assembly and trans-
fer to the consumer site;

 [nstall — the initial insertion of a system into a con-
sumer site;

* Activate — starting up the executable components of
the system at the consumer site;

* Deactivate — shutting down any executing compo-
nents of an installed system;

* Update — renewing a version of a system;

* Adapt — modifying a software system that has previ-
ously been installed. Unlike update, adaptation is ini-
tiated by local events, such as change in the
environment of the consumer site. As will be detailed

in Section 7, our approach utilizes system adaptation;
* Deinstall — removal of the system from the consumer
site; and
» Derelease (Retire) — the system is marked as obsolete,
and support by the producer is withdrawn.
Carzaniga et. al. compare existing approaches based on
their coverage of these activities [3].

2.2 Mobility

Code mobility can be informally defined as the abil-
ity to dynamically change the binding between a code
fragments and the location where it is executed. A
detailed overview of existing code mobility techniques
is given by Fuggetta et al. [6]. They describe three code
mobility paradigms: (1) remote evaluation allows the
proactive shipping of code to a remote host in order to
be executed; (2) mobile agents are autonomous objects
that carry their state and code, and proactively move
across the network, and (3) code-on-demand, in which
the client owns the resources (e.g., data) needed for the
execution of a service, but lacks the functionality needed
to perform the service. As detailed in Section 7, our
approach will leverage the remote evaluation paradigm.

Existing mobile code systems offer two forms of
mobility. Strong mobility allows migration of both the
code and the state of an execution unit to a different
computational environment. Weak mobility allows code
transfers across different environments; the code may be
accompanied by some initialization data, but the execu-
tion state is not migrated. As described in Section 7, our
approach will utilize strong mobility.

2.3 Dynamic reconfigurability

Dynamic reconfigurability encompasses run-time
changes to a software system’s configuration via addi-
tion and removal of components, connectors, or their
interconnections.

Oreizy et. al. [14] describe three causes of dynamic
reconfigurability: (1) corrective, which is used to
remove software faults, (2) perfective, used to enhance
software functionality, and (3) adaptive, used to enact
changes required for the software to execute in a new
environment. They also identify four types of architec-
tural reconfigurability: (1) component addition, (2) com-
ponent removal, (3) component replacement, and (4)
structural reconfiguration (i.e., recombining existing
functionality to modify overall system behavior). As
described in Section 7, our approach utilizes all four
types of run-time architectural reconfigurability.

2.4 Related approaches

We have performed an extensive survey of existing
disconnected operation approaches, and provided a
framework for their classification and comparison in
[13]. In this section, we briefly summarize these tech-



niques, and directly compare our approach to I5 [1], the

only known approach that explicitly focuses on a sys-

tem’s deployment architecture and its impact on the sys-
tem’s availability.

The most commonly used techniques for supporting
disconnected operation are:

* Caching — locally storing the accessed remote data in
anticipation that it will be needed again [9];

* Hoarding — prefetching the likely needed remote data
prior to disconnection [10];

* Queueing remote interactions — buffering remote,
non-blocking requests and responses during discon-
nection and exchanging them upon reconnection [8];

* Replication and replica reconciliation — synchroniz-
ing the changes made during disconnection to differ-
ent local copies of the same component [9]; and

* Multi-modal components — implementing separate
subcomponents to be used during connection and dis-
connection [18].

None of these techniques change the system’s
deployment architecture. Instead, they strive to improve
system’s availability by sacrificing either correctness (in
the case of replication) or service delivery time (queue-
ing), or by requiring implementation-level changes to
the existing application’s code [18].

I5 [1], has provided a framework for specification of
different aspects of a system, including both software
and hardware features. I5 proposes the use of the binary
integer programming model (BIP) for generating an
optimal deployment of a software application over a
given network. This approach uses minimization of
overall remote communication as the criterion for opti-
mality, and therefore does not distinguish reliable from
unreliable links between target hosts. Additionally, solv-
ing the BIP model is exponentially complex in the num-
ber of software components, and 15 does not attempt to
reduce this complexity. This renders their approach
applicable only to systems with very small numbers of
software components and target hosts. Furthermore, 15
provides only design-time support for optimal deploy-
ment. I5 assumes that all characteristics of the software
system and the target hardware environment are known
before system’s initial deployment. Therefore 15 is not
applicable to software systems whose characteristics,
such as frequencies of interactions among software
components, are either not known at design time, or may
change during the system’s execution.

3. PROBLEM AND APPROACH
3.1 Problem definition

Because of limited network bandwidth and reliability,
hardware and software heterogeneity, and potential
mobility of data sources, the interactions between com-
ponents impact a distributed system’s characteristics at
least as much as the computations within components.
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Figure 1. A sample deployment architecture with five
hosts and 40 components.

We thus define system availability in a distributed set-
ting as the ratio of the number of successfully completed
interactions in the system to the total number of
attempted interactions. The distribution of software
components onto hardware nodes (i.e., a system’s soft-
ware deployment architecture, a concept illustrated in
Figure 1) greatly influences the system’s availability in
the face of connectivity losses. For example, compo-
nents located on the same host will be able to communi-
cate regardless of the network’s status; this is clearly not
the case with components distributed across different
hosts. However, the reliability of connectivity (i.e., rate
of failure) among the “target” hardware nodes on which
the system is deployed is usually not known before the
deployment. The frequencies of interaction among soft-
ware components may also be unknown. For this reason,
the initial software deployment architecture may be ill-
suited for the given target hardware environment. This
means that a redeployment of the software system may
be necessary to improve its availability.

The critical difficulty in achieving this task lies in the
fact that determining a software system’s deployment
architecture that will maximize its availability (referred
to as optimal deployment architecture) is an exponen-
tially complex problem.

In addition to hardware connectivity and frequencies
of software interaction, there are other constraints on a
system’s redeployment, including: (1) the available
memory on each host; (2) required memory for each
software component; and (3) possible restrictions on
component locations (e.g., a Ul component may be fixed
to a selected host). Figure 2 shows a formal definition of
the problem.
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Figure 2. Formal statement of the problem.

3.2 Our approach

Our approach provides an automated, flexible solu-
tion for increasing the availability of a distributed sys-
tem during disconnection, without the shortcomings
introduced by existing approaches. For instance unlike
[18], our approach does not require any recoding of the
system’s existing functionality; unlike [9], it does not
sacrifice the correctness of computations; finally unlike
[8] it does not introduce service delivery delays. We
directly leverage a software system’s architecture in
accomplishing this task. We propose run-time redeploy-
ment to increase the software system’s availability by
(1) monitoring the system, (2) estimating its redeploy-
ment architecture, and (3) effecting the estimated rede-
ployment architecture. Since estimating a system’s
redeployment (step 2) is an exponentially complex prob-
lem, we provide an approximative solution that shows
good performance.

A key insight guiding our approach is that for soft-
ware systems whose frequencies of interactions among
constituent components are stable over a given period of
time T, and which are deployed onto a set of hardware
nodes whose reliability of connectivity is also stable
over T, there exists at least one deployment architecture
(called the optimal deployment architecture) that maxi-
mizes the availability of that software system for that
target environment over the period T.

Figure 3 illustrates the system’s availability during
the time period 7, in terms of our approach’s three key
activities. The system’s initial availability is 4;. First,
the system is monitored over the period 7},; during that
period the availability remains unchanged. Second, dur-
ing the period Tj, the system’s redeployment is esti-

mated; again system availability remains unchanged.
Third, during the time period T the system redeploy-

ment is performed to improve its availability; the sys-
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Figure 3. Graphical representation of the availability
function.

tem’s availability will decrease during this activity as
components are migrated across hosts (and thus become
temporarily unavailable). Once the redeployment is per-
formed, the system’s availability increases to A,, and
remains stable for the remainder of the time period 7.

Performing system redeployment to improve its
availability will give good results if the times required to
monitor the system and complete its redeployment are
negligible with respect to 7' (i.e., T+ Tg+TR<< T). Other-
wise, the system’s parameters would be changing too
frequently and the system would “thrash” (i.e., it would
undergo continuous redeployments to improve the avail-
ability for parameter values that change either before or
shortly after the redeployment is completed).

4. PRISM-MW

Our approach is independent of the underlying imple-
mentation platform, but requires scalable, light-weight
support for distributed architectures with arbitrary topol-
ogies. For this reason, we leverage an adaptable and
extensible architecture implementation infrastructure
(i.e., architectural middleware), called Prism-MW [12].
Prism-MW enables efficient and scalable implementa-
tion and execution of distributed software architectures
in the Prism setting. Furthermore, Prism-MW’s native
support for extensibility made it highly suitable for
incorporating disconnected operation support. In this
section we summarize the design of Prism-MW, and
describe in more detail its foundation for the discon-
nected operation support.

4.1 Middleware design

Prism-MW provides classes for representing each
architectural element, with methods for creating, manip-
ulating, and destroying the element. Figure 4 shows the
class design view of Prism-MW. The shaded classes
constitute the middleware core; the dark gray classes are
relevant to the application developer. The design of the
middleware is highly modular: the only dependencies

among classes are via interfaces and inheritance; the
only exception is the Architecture class, which contains
multiple Bricks for reasons that are explained below.

Brick is an abstract class that encapsulates common
features of its subclasses (Architecture, Component, and
Connector). The Architecture class records the configu-
ration of its constituent components and connectors, and
provides facilities for their addition, removal, and recon-
nection, possibly at system run-time. A distributed
application is implemented as a set of interacting Archi-
tecture objects. Components in an architecture commu-
nicate by exchanging Events, which are routed by
Connectors. Finally, Prism-MW associates the IScaffold
interface with every Brick. Scaffolds are used to schedule
events for delivery and to dispatch events using a pool of
threads in a decoupled manner. IScaffold also directly
aids architectural awareness [2] by allowing probing of
the runtime behavior of a Brick, via different implemen-
tations of the I/Monitor interface.

When using Prism-MW, the developer first sub-
classes the Component class for all components in the
architecture and implements their application-specific
methods. The next step is to instantiate the Architecture
classes for each address space and define the needed
instances of thus created components, and of connectors
selected from the reusable connector library. Finally,
attaching component and connector instances into a con-
figuration is achieved by using the weld method of the
Architecture class. This process can be partially auto-
mated using our tool support described in [12].

To support capabilities that may be required for dif-
ferent (classes of) Prism applications, Prism-MW pro-
vides three specialized classes: ExtensibleComponent,
ExtensibleConnector, and ExtensibleEvent. These
classes extend the corresponding base classes and, by
composing a number of interfaces, provide the ability to
select the desired functionality inside each instance of
an Extensible class. If an interface is installed in a given
Extensible class instance, that instance will exhibit the
behavior realized inside the interface’s implementation.
Multiple interfaces may be installed in a single Extensi-
ble class instance. In that case, the instance will exhibit
the combined behavior of the installed interfaces. To
date, we have provided support for architectural aware-
ness, real-time computation, distribution, security, data
compression, delivery guarantees, and mobility. The
details of these extensions may be found in [12].

In support of distribution, Prism-MW provides the
ExtensibleConnector, which composes the [Distribu-
tion interface. To date, we have provided two implemen-
tations of the IDistribution interface, supporting socket-
based and infrared-port based inter-process communica-
tion. An ExtensibleConnector with the instantiated [Dis-
tribution interface (referred to as Distribution-
Connector) facilitates interaction across process or



machine boundaries. In addition to the IDistribution
interface inside the ExtensibleConnector class, to sup-
port distribution and mobility we have implemented the
Serializable interface inside each one of the Extensible
classes. This allows us to send data as well as code
across machine boundaries.

To support various aspects of architectural aware-
ness, we have provided the ExtensibleComponent class,
which contains a reference to I4rchitecture. This allows
an instance of ExtensibleComponent to access all archi-
tectural elements in its local configuration, acting as a
meta-level component that effects run-time changes on
the system’s architecture.

4.2 Disconnected operation support

To date, we have augmented ExtensibleComponent
with several interfaces. Of interest in this paper is the
1Admin interface used in support of redeployment. We
provide two implementations of the [Admin interface:
Admin, which supports system monitoring and redeploy-
ment effecting, and Admin’s subclass Deployer, which
also provides facilities for redeployment estimation. We
refer to the ExtensibleComponent with the Admin imple-
mentation of the [4dmin interface as AdminComponent;
analogously, we refer to the ExtensibleComponent with
the Deployer implementation of the /Admin interface as
DeployerComponent.

As indicated in Figure 4, both AdminComponent and
DeployerComponent contain a pointer to the Architec-
ture object and are thus able to effect run-time changes

RRobin

Dispatch O Disconnection
RateMonitor
IDispatch Scaffold
/1
FIFO O ~— /
) O

uler

IMonitor

IScaffold

Evt Frequency
Monitor

Architecture

Connector

A

IComponent

IDistribution

\

Component

Extensible

R

Socket Extensible
Distribution C O O
Extensible
Component \O O
O &/ Serializable
Admin Exact
Algorithm
IAdmin
Zr 1D Approximative
Deployer Algorithm Algorithm

Figure 4. UML class design view of Prism-MW.
Middleware core classes are highlighted. Only the relevant
extensions are shown.

to their local subsystem’s architecture: instantiation,
addition, removal, connection, and disconnection of
components and connectors. With the help of Distribu-
tionConnectors, AdminComponent and DeployerCom-
ponent are able to send and receive from any device to
which they are connected the events that contain appli-
cation-level components (sent between address spaces
using the Serializable interface).

In order to perform run-time redeployment of the
desired architecture on a set of target hosts, we assume
that a skeleton configuration is preloaded on each host.
The skeleton configuration consists of Prism-MW'’s
Architecture object that contains a DistributionConnec-
tor and an AdminComponent that is attached to the con-
nector. One of the hosts contains the Deployer-
Component (instead of the AdminComponent) and con-
trols the redeployment process. The DeployerCompo-
nent gathers all the monitoring data from different
AdminComponents and estimates the system redeploy-
ment. Then, the DeployerComponent collaborates with
AdminComponents to effect the estimated redeployment
architecture. The details of this process are described in
Sections 5, 6, and 7.

Our current implementation assumes that the host
containing the DeployerComponent will have a direct
(possibly unreliable) connection with all the remaining
hosts. An alternative design would require only the
existence of a path between any two hosts (i.e, a con-
nected graph of hosts). In this scenario, the information
that needs to be exchanged between a pair of hosts not
connected directly would need to get routed through a
set of intermediary hosts (e.g, by using event forwarding
mechanisms of Siena [4]). We are currently implement-
ing and evaluating this design.

5. SYSTEM MONITORING
5.1 Monitoring requirements

System monitoring [7] is a process of gathering data
of interest from the running application. In the context
of system redeployment, the following data needs to be
obtained: (1) frequency of interaction among software
components; (2) each components’ maximum memory
requirements; (3) reliability of connectivity among hard-
ware hosts; and (4) available memory on each host.
Since we assume that the available memory on each host
and maximum required memory for each software com-
ponent are stable throughout the system’s execution,
these parameters can be obtained either from the sys-
tem’s specification (e.g., [1]) or at the time the initial
deployment of the system is performed. Therefore, the
active monitoring support should gather the following
parameters: (1) for each pair of software components in
the system, the number of times these components inter-
act is recorded, and (2) for each pair of hardware hosts,
the ratio of the number of successfully completed



remote interactions to the total number of attempted
interactions is recorded. Furthermore, due to the limited
time available to perform a system’s redeployment, the
time required to complete system monitoring should be
minimized (recall Figure 3).

5.2 Prism-MW’ s support for monitoring

In support of monitoring Prism-MW provides the
IMonitor interface associated through the Scaffold class
with every Brick. This allows us to monitor the run-time
behavior of each Brick. To date, we have provided two
implementations of the IMonitor interface: EvtFrequen-
cyMonitor records the frequencies of different events the
associated Brick sends, while DisconnectionRateMoni-
tor records the reliability of connectivity between its
associated Distribution-Connector and other remote
DistributionConnectors.

An AdminComponent on any device is capable of
accessing the monitoring data of its local components
and connectors (recorded in their associated implemen-
tations of the /Monitor interface) via its pointer to the
Architecture. The AdminComponent then sends that data
in the form of serialized ExtensibleEvents to the request-
ing DeployerComponent.

In order to minimize the time required to monitor the
system, system monitoring is performed in short inter-
vals. The AdminComponent compares the results from
consecutive intervals. As soon as the difference in the
monitoring data between two consecutive intervals
becomes small (i.e., less than a given value €), the
AdminComponent assumes that the monitoring data is
stable, and informs the DeployerComponent.

Note that the DeployerComponent will get the reli-
ability data twice (once from each host). On the one
hand, this presents additional overhead. On the other
hand, this feature can be used to more accurately assess
the reliability data, by taking the average from the two
sets of monitoring data. Furthermore, this overhead pre-
sents only a fraction of the total monitoring overhead,
since the number of hosts is usually much smaller than
the number of components. The frequency data will be
received by the DeployerComponent only once, since
each EvtFrequencyMonitor only monitors the outgoing
events of its associated component.

An issue we have considered deals with cases when
most, but not all system parameters are stable. As
described above, if any of the parameters do not satisfy
their € constraint, the redeployment estimation will not
be initiated. There are at least two ways of addressing
this situation. First is to increase the € for the specific
troublesome parameters and thus induce the redeploy-
ment estimation. Alternatively, a single, global &, may

be used to initiate redeployment estimation as soon as
the average difference of the monitoring data for all the

parameters in the system becomes smaller than g,. We

support both these options and are currently assessing
their respective strengths and weaknesses.

Our initial assessment of Prism-MW’s monitoring
support suggests that continuous monitoring on each
host will likely induce no more than 10% computational
overhead and 5% memory overhead. We are currently
studying the actual monitoring overhead caused by our
solution.

6. ESTIMATING REDEPLOYMENT
6.1 Algorithms and their analysis

In this section we describe our two algorithms for
estimating a system’s redeployment architecture. These
algorithms require the data obtained during the monitor-
ing stage. We analyze the algorithms’ performance, both
in terms of time complexity (i.e., 7g) and of the

achieved availability.
6.1.1 Exact algorithm

This algorithm tries every possible deployment archi-
tecture, and selects the one that has maximum availabil-
ity and satisfies the constraints posed by the memory
and restrictions on locations of software components.
The exact algorithm guarantees at least one optimal
deployment. The complexity of this algorithm in the
general case (i.e., with no restrictions on component

locations) is O(k"), where k is the number of hardware
hosts, and n the number of software components. By fix-
ing a subset of m components to selected hosts, the com-

plexity of the exact algorithm reduces to O(k""™). Even
with this reduction, however, this algorithm may be
computationally too expensive if the number of hard-
ware nodes and unfixed software components involved
is not very small. Figure 5 shows the performance of this
algorithm. For example, if there are no restrictions on
locations of software components, even for a relatively
small deployment architecture (15 components, 4 hosts),
the exact algorithm runs for more than eight hours.

5 Hosts
4 Hosts
3 Hosts

9 10 14

12

B 14 45
Number of components

Figure 5. Performance benchmark of the exact algorithm
on an Intel Pentium III, 850MHz, 128 MB of RAM running
Java JDK 1.1.8 on Windows XP.
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Figure 6. Algorithm assessment tool.

This algorithm may be used for calculating optimal
deployment for systems whose characteristics (i.e., input
parameters to the algorithm) are stable for a very long
time period. In such cases, it may be beneficial to invest
the time required for the exact algorithm, in order to
gain maximum possible availability. However, note that
even in such cases, running the algorithm may become
infeasible very quickly.

6.1.2 Approximative algorithm

Given the complexity of the exact algorithm and lim-
ited time available for estimating the system’s redeploy-
ment, we had to devise an approximative algorithm that
would significantly reduce this complexity while exhib-

iting good performance.! In this section, we describe
and assess the performance of an approximative algo-
rithm with polynomial time complexity (O(n?)).

This algorithm randomly orders all the hosts and ran-
domly orders all the components. Then, going in order,
it assigns as many components to a given host as can fit
on that host, ensuring that the assignment of each com-
ponent is allowed (recall the loc restriction in Figure 2).
Once the host is full, the algorithm proceeds with the
same process for the next host in the ordered list of
hosts, and the remaining unassigned components in the
ordered list of components, until all components have

1. At first blush the redeployment problem (formally described in Figure
2) may appear similar to well studied NP optimization problems (e.g.,
minimum k-cut [16], which tries partitioning a graph into k disjoint
subsets such that the sum of the weights of edges crossing between the
subsets is minimized). However, existing approximative solutions for
these problems are not suitable for the redeployment problem: (1) they
cannot be directly applied (e.g., k-cut tries to minimize all the remote
interactions, while our problem requires only minimization of remote
interactions going across the unreliable links); and (2) even if they
could be applied, approximative solutions such as “half the opti-
mal”’[16] are usually not sufficient in the case of redeployment.

. ———— ——:

-=d  been deployed. This process is repeated a desired num-

ber of times, and the best obtained deployment is
selected. The complexity of this algorithm is polyno-
mial, since we need to calculate the availability for

every deployment, and that takes O(n2 ') time.

In order to assess the performance of our two algo-
rithms, we have implemented a tool that provides ran-
dom generation of the system parameters, the ability to
modify these parameters manually, and the ability to
both textually and graphically display the results of the
two algorithms. The main window of the tool is shown
in Figure 6.

We have assessed the performance of the approxima-
tive algorithm by comparing it against the exact algo-
rithm, for systems with small numbers of components
and hosts (i.e., less than 13 components, and less than 5
hosts). In large numbers of randomly generated prob-
lems, the approximative algorithm invariably found a
solution that was at least 80% of the optimal with 1000
iterations. Figure 7 shows the results of these bench-
marks.

For larger problems, where the exact algorithm is
infeasible, we have compared the results of the approxi-
mative algorithm for varying number of iterations to the

minimum availability obtained.> The results of this
benchmark are illustrated in Figure 8. The achieved
availability in these four architectures was at least 70%.
Furthermore, with an order of magnitude increase in the
number of iterations, the output of the algorithm
improved at most by 2%. Finally, the achieved availabil-
ity was at least 60% greater than the minimum.
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Figure 7. Comparing the performance of the exact and
approximative algorithms for randomly generated
architectures with three or four hosts and ten, eleven, or
twelve components

2. The minimum availability is obtained by recording the worst availabil-
ity during the approximative algorithm’s search.
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Figure 8. Comparing the performance of the
approximative algorithm for four randomly generated
architectures with 10 hosts and 100 components, with

1000, 10,000, and 100,000 iterations.

6.2 Prism-MW's support for estimation

The DeployerComponent accesses its local monitor-
ing data; it also receives all the monitoring data from the
remote AdminComponents. Once the monitoring data is
gathered from all the hosts, the DeployerComponent ini-
tiates the redeployment estimation, by invoking the exe-
cute operation of the installed [DeployerAlgorithm
interface. To date, we have provided two implementa-
tions of the IDeployerAlgorithm interface, ExactAlgo-
rithm and ApproximativeAlgorithm. The output of each
of these algorithms is a desired deployment architecture
(in the form of unique component-host identifier pairs),
which now needs to be effected.

7. EFFECTING REDEPLOYMENT
7.1 Requirements for effecting redeployment

Effecting the system’s redeployment is performed by
determining the difference between the current deploy-
ment architecture and the estimated one. This will result
in a set of components to be migrated. Thus obtained
components are then migrated from their source hosts to
the destination hosts. After the migration is performed,
the migrant components need to be attached to the
appropriate locations in their destination configurations.
In order to effectively manage system redeployment, the
exchange of components between hosts that are not
directly connected should be supported. Furthermore, a
solution for effecting redeployment would also need to
address situations in which network bandwidth and reli-
ability of connectivity between a pair of hosts restrict
the maximum size of components that may be
exchanged. Otherwise, it may not be possible to effect
the redeployment architecture obtained during the esti-
mation phase.

7.2 Prism-MW s support for redeployment effecting

The DeployerComponent controls the process of
effecting the redeployment as follows:

1. The DeployerComponent sends events to inform
AdminComponents of their new local configurations,
and of remote locations of software components
required for performing changes to each AdminCom-
ponent’s local configuration.

2. Each AdminComponent determines the difference
between its current configuration and the new con-
figuration, and issues a series of events to remote
AdminComponents requesting the set of components
that are to be deployed locally. If some of the
devices containing the desired components are not
directly reachable from the requesting device, the
request events for those components are sent by the
local AdminComponents to the DeployerComponent.
The DeployerComponent then forwards those events
to the appropriate destinations, and forwards the
responses containing migrant components to the
requesting AdminComponents. Therefore, the
DeployerComponent serves as a router for devices
not directly connected (recall the discussion in Sec-
tion 4.2).

3. Each AdminComponent that receives an event
requesting its local component(s) to be deployed
remotely, detaches the required component(s) from
its local configuration, serializes them, and sends
them as a series of events via its local Distribution-
Connector to the requesting device.

4. The recipient AdminComponents reconstitute the
migrant components from the received events.

5. Each AdminComponent invokes the appropriate
methods on its Architecture object to attach the
received components to the local configuration.

As discussed in Section 4.2, our current implementa-
tion assumes a centralized organization, i.e., that the
device containing the DeployerComponent will have
direct connection with all the remaining devices. We are
currently implementing and evaluating an existing
decentralized solution to a similar problem [4].

To address the situations where the reliability of con-
nectivity, network bandwidth, and component size
would prevent the exchange of a migrant component
between a pair of hosts from occurring atomically (i.e.,
using a single event to send the entire migrant compo-
nent), Prism-MW supports incremental component
migration, as follows:

1. The sending AdminComponent serializes the migrant
component into a byte stream.

2. The sending AdminComponent divides the byte
stream into small segments, whose size is program-
matically adjustable.

3. Each segment is packaged into a separate event,



numbered, and sent atomically.

4. After the last chunk is sent, the sending AdminCom-
ponent sends a special event denoting that the entire
component has been sent.

5. The receiving AdminComponent reconstitutes the
migrant component from the received byte code
chunks, requesting that the sending AdminCompo-
nent resend any missing (numbered) segments.

8. CONCLUSIONS AND FUTURE WORK

As the distribution, decentralization, and mobility of
computing environments grow, so does the probability
that (parts of) those environments will need to operate in
the face of network disconnections. On the one hand, a
number of promising solutions to the disconnected oper-
ation problem have already emerged. On the other hand,
these solutions have focused on specific system aspects
(e.g., data caching, hoarding, and replication; special
purpose, disconnection-aware code) and operational
scenarios (e.g., anticipated disconnection [18]). While
each of these solutions may play a role in the emerging
world of highly distributed, mobile, resource con-
strained environments, our research is guided by the
observation that, in these environments, a key determi-
nant of the system’s ability to effectively deal with net-
work disconnections is its deployment architecture.

This paper has thus presented a set of algorithms,
techniques, and tools for improving a distributed,
mobile system’s availability via redeployment. Our sup-
port for disconnected operation has been successfully
tested on several example applications. We are currently
developing a simulation framework, hosted on Prism-
MW, that will enable the assessment of our approach on
a large number of simulated hardware hosts, with vary-
ing but controllable connectivity among them.

While our experience thus far has been very positive,
a number of pertinent questions remain unexplored. Our
future work will span issues such as (1) devising new
approximative algorithms targeted at different types of
problems (e.g., different hardware configurations such
as star, ring, and grid), (2) support for decentralized
redeployment (in cases where the DeployerComponent
is not connected to all the remaining hardware hosts),
(3) addressing the issue of trust in performing distrib-
uted redeployment, and (4) studying the trade-offs
between the cost of redeployment and the resulting
improvement in system availability. Finally, we intend
to expand our solutions to include system parameters
other than memory, frequency of interaction, and reli-
ability of connection (e.g., battery power, display size,
system software available on a given host, and so on).
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