
ABSTRACT
This paper argues for a set of requirements that an architectural style
for self-healing systems should satisfy: adaptability, dynamicity,
awareness, autonomy, robustness, distributability, mobility, and
traceability. Support for these requirements is discussed along five
dimensions we have identified as distinguishing characteristics of
architectural styles: external structure, topology rules, behavior,
interaction, and data flow. As an illustration, these requirements are
used to assess an existing architectural style. While this initial
formulation of the requirements appears to have utility, much further
work remains to be done in order to apply it in evaluating and
comparing architectural styles for self-healing systems.

1 INTRODUCTION
Software architectures provide high-level abstractions for
representing the structure, behavior, and key properties of a software
system [25]. These abstractions involve descriptions of the elements
from which systems are built, interactions among those elements,
patterns that guide their composition, and constraints on those
patterns [21]. In particular, the system composition patterns and their
constraints comprise software architectural styles. When designing a
software system, selection of appropriate architectural style(s)
becomes an important determinant of the system’s success. Styles
also influence architectural evolution by restricting the possible
changes an architect is allowed to make. Examples of styles include
pipe and filter, blackboard, client-server [25], GenVoca [3], C2 [26],
and REST [8].

Self-healing systems are an emerging class of software systems that
exhibit the ability to adapt themselves at run-time to handle situations
such as resource variability, changing user needs, and system faults
[2]. The topic of self-healing systems has been studied in a number of
areas, including robotics and control systems, programming language
design, fault-tolerant computing [2], middleware infrastructures [11],
and even software architectures (e.g., [6,14]). In particular, [6]
provides a technique that explicitly leverages architectural styles to
enable system evolution in support of self-healing.

What is currently missing, however, is a general understanding of
what constitutes an effective architectural style for self-healing
systems in the first place. We believe that such an understanding can
help to both streamline existing and develop future architectural
techniques in support of this area. This paper presents a first attempt
at enumerating requirements that an architectural style for self-
healing systems should satisfy: adaptability, dynamicity,
awarenessPitM, autonomy, robustness, distributability, mobility, and
traceability. Support for these requirements is discussed along five
concern areas we have identified in our previous work [17] as
distinguishing characteristics of architectural styles: external
structure, topology rules, behavior, interaction, and data flow. As an
illustration of the application of these requirements on a practical
example, we briefly discuss the details of and our preliminary
experience with a specific architectural style, called PitM, which
satisfies a subset of these requirements. Finally, we identify several
open issues that will frame our future work.

2 STYLE CHARACTERIZATION 
FRAMEWORK

An architectural style is a collection of constraints on components,
connectors, and their configurations targeted towards a family of
systems with shared characteristics. There are many architectural
styles currently in use [25]. Styles are often developed systematically
to solve difficult architectural problems [9,22,23]; some styles are the
result of insights gained from diverse areas of computer science
[3,5,12,19,26]. Most styles originate when novel classes of software
systems are being designed or existing systems are being adapted to
unforeseen circumstances and/or environments. New styles are often
produced by changing some aspects of an existing style, or by
combining characteristics of multiple existing styles [7].

A systematic understanding of the similarities and differences
between different architectural styles is needed to select the most
appropriate style for the needs of a given software system. To date,
few attempts have been made to provide architectural style
comparison and selection tools. Shaw and Clements [24] classify
architectural styles into six categories based on their constituent
parts, control issues, data issues, and control/data interaction. This
study comprises only a preliminary effort to define the underlying
characteristics of styles. Some insights into the process of creating a
new architectural style (by discussing the differences between a
newly codified style and related existing styles) are given in [3,26].
However, these studies fail to provide a systematic basis for
developing a novel architectural style that can meet a set of
architectural requirements. Additionally, these studies do not provide

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are not
made or distributed for profit or commercial advantage and that copies bear
this notice and the full citation on the first page. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.

WOSS '02, Nov 18-19, 2002, Charleston, SC, USA.

Copyright 2002 ACM 1-58113-609-9/02/0011 ...$5.00

Architectural Style Requirements for Self-Healing Systems

Computer Science Department
University of Southern California

Los Angeles, CA 90089-0781 U.S.A.
{marija,mehta,neno}@usc.edu

Marija Mikic-Rakic Nikunj Mehta Nenad Medvidovic



enough guidance to designers for creating implementation-level
support for architectural styles, thus reducing the utility of styles to
conceptual tools for modeling a software system.

Our recent work [17] has focused on analyzing the invariants of
various architectural styles such as C2 [26], client/server [5], push-
based [9], and pipe-and-filter [25]. In the process, we have found that
architectural style invariants can be comprehensively characterized
in terms of five concern areas: external structure, topology rules,
behavior, interaction, and data flow. External structure describes the
“shape” of the allowed organizational elements of the style (e.g.,
components, connectors, ports) and their required and provided
services. Topology rules specify the allowed composition patterns
and paths of interaction between style elements. Behavior of style
elements defines their internal function, mode of execution, and
encapsulated state. Interaction between style elements captures the
collaboration between architectural elements to collectively achieve
the system’s purpose. Interaction is specified in terms of four service
categories that emerged from our study of software connectors [18]:
communication, coordination, conversion, and facilitation. Finally,
data flow specifies the structure of data exchanged between style
elements.

Our hypothesis is that this characterization framework can be used to
map architectural requirements to style characteristics, which
eventually restrict the design space for the development of a new
style. The characterization framework also helps in performing a
systematic comparison of various architectural styles that (are
claimed to) provide support for a given set of architectural
requirements. In Section 3 we demonstrate how this characterization
framework can be used to identify the design space of architectural
styles for self-healing systems.

3 SELF-HEALING STYLE REQUIREMENTS
Self-healing systems have the ability to modify their own behavior in
response to changes in their environment, such as resource
variability, changing user needs, mobility, and system faults [2].
Oreizy et. al. [20] describe the lifecycle of self-healing systems as
consisting of four major activities: 

[1] monitoring the system at run-time,
[2] planning the changes,
[3] deploying the change descriptions, and
[4] enacting the changes.

Based on these activities, the characteristics of existing architectural
styles, and the emerging body of work on reflective and self-adaptive
systems (e.g., [6,11,14,20]), we have identified the following
requirements as pertinent to an architectural style for self-healing
systems. Note that additional requirements may be relevant to certain
classes of self-healing systems (e.g., support for timeliness).
However, in this paper we focus only on those requirements that are
likely to be relevant to most such systems. Arguments similar to
those provided in the paper may be constructed for other relevant
requirements.

• Adaptability — The style should enable modification of a
system’s static (i.e., structural and topological) and dynamic
(i.e., behavioral and interaction) aspects. This notion of
adaptability does not subsume the issues that must be addressed
if such modifications are to be applied during run-time.

• Dynamicity — Encapsulates system adaptability concerns
during run-time (e.g., communication integrity and internal state
consistency). 

• Awareness — The style should support reflection i.e.,
monitoring of a system’s own performance (state, behavior,
correctness, reliability, and so forth) and recognition of
anomalies in that performance. The style should also support
observability i.e., monitoring of the system’s execution
environment. Note that the system may not be able to influence
changes in its environment (e.g., reestablishing failed network
links), but it may plan changes within itself in response to the
environment (e.g., performing in a degraded mode until the
network link is reestablished). 

• Autonomy — The style should provide the ability to address the
anomalies (discovered through awareness) in the performance
of a resulting system and/or its execution environment.
Autonomy is achieved by planning, deploying, and enacting the
necessary changes.

• Robustness — The style should provide the ability for a
resulting system to effectively respond to unforeseen operating
conditions. Such conditions may be imposed by the system’s
external environment (e.g., malicious attacks, unpredictable
behavior of the system’s run-time substrate, unintended system
usage), as well as errors, faults, and failures within the system
itself. Note that this definition of robustness subsumes fault-
tolerance.

• Distributability — The style should support effective
performance of a resulting system in the face of different
distribution/deployment profiles.

• Mobility — The style should provide the ability to dynamically
change the (physical or logical) locations of a system’s
constituent elements.

• Traceability — The style should clearly relate a system’s
architectural elements to the system’s execution-level modules
in order to enable change enactment in support of the above
requirements.

Table 1 shows a mapping of the listed requirements to the five style

characteristics identified in Section 2.1 Each requirement is related to
one or more of the four major activities in a self-healing system’s
lifecycle discussed above. This characterization represents our initial
attempt at classifying the space of architectural styles for self-healing
systems. While we have identified this decomposition based on the
properties of a large number of existing architectural styles, we have
tried to characterize the requirements independently of any specific
architectural style. Note that our goal is not to present in the table all
possible ways in which a style may satisfy a particular requirement.
Rather, we attempt to provide a set of representative solutions.

Some requirements (e.g., adaptability, dynamicity) impose a set of
basic structural and data-flow elements. These elements are
subsequently leveraged to support other requirements. In support of
dynamicity and mobility we have identified the need for specialized
structural elements (referred to as effectors in Table 1), which are
capable of enacting the desired changes in the architecture. We also
propose the use of analysis agents whose role is to ensure the validity
of the desired changes (e.g., preservation of the style’s topological
rules). 

1. Traceability is an architectural process that influences implemen-
tation-level support. Therefore, this requirement is not captured in
the characterization provided in Table 1.
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The characterization provided in Table 1 can be used to create a new
architectural style for self-healing systems. Selections of the
requirements to be supported and of specific values for the facets of
those requirements will identify a specific architectural style for self-
healing systems. This characterization may also be used to evaluate
and compare a set of architectural styles, and to select the most
appropriate style for a given system in the self-healing domain. We
should note that such an evaluation and/or comparison would be
premature at this time as our understanding of the domain of self-
healing systems is still evolving. For example, our intuition is that it
may not be necessary for a style to be able to support all of the
requirements listed in Table 1; however, we need much additional
experience in order to verify that intuition.

4 ASSESSMENT OF THE PITM STYLE
Over the past three years, we have worked on the design of a specific
architectural style, called PitM, for supporting self-healing systems in
highly distributed, mobile, and resource-constrained environments
[15]. In formulating the PitM style, we have leveraged our extensive
experience with the C2 architectural style, which is intended to
support highly distributed applications in the GUI domain [26]. In
this section, we provide an assessment of PitM along the dimensions
established in Section 3. Note that the entries in Table 1 that are
supported by the PitM style are marked.

The PitM style supports the following basic structural elements.
[1] Components, which maintain state and perform application-

specific computation;
[2] Explicit connectors, which mediate all component interac-

tions. PitM distinguishes between two types of connectors: a
horizontal connector enables the asymmetric communication
among components through their top and bottom ports, while
a peer connector enables symmetric communication among
components through their side ports (see Figure 1);

[3] Explicit communication ports: each component has three
ports (named top, bottom, and side), while connectors contain
an adjustable number of ports for attaching components; and

[4] Primitive ducts [18] for connecting ports. 

Basic data flow in the PitM style is achieved via events (also referred
to as messages). A message in the PitM style is either a request for a
component to perform an operation, a notification that a given
component has performed an operation and/or changed its state, or a
peer message used in symmetric (peer-to-peer) communication
between components. Request messages are sent through the top
port, notifications through the bottom port, and peer messages
through the side port of a component (see Figure 1).

Basic topology rules of the PitM style mandate that:
[1] each component port may be attached to at most one connec-

tor port, 
[2] the number of connector ports is adjustable and unlimited in

principle, and 
[3] a component in an architecture may have no knowledge of or

dependencies on components below it. 
Furthermore, two PitM components may not engage in interaction
via peer messages if there exists a vertical topological relationship
between them (through direct or indirect connectivity via horizontal
connectors). For example, components B and D in Figure 1 may not
exchange peer messages since one component is above the other; on
the other hand, no vertical topological relationship can be established

between components C and D, so that they may communicate via
peer messages. For a similar reason, the PitM style disallows the
possibility of exchanging messages between a peer and a horizontal
connector (which would, in effect, convert peer messages into
requests/notifications, and vice versa).

Component behavior in the PitM style is exposed via a set of
provided and required services, while the interaction is achieved
using both asynchronous and synchronous event-based
communication. Invocation of components is implicit (via named
events).

These basic characteristics of the PitM style are intended to address
the ADAPTABILITY requirement, and to enable support for other
requirements discussed in Section 3. In the remainder of this section
we highlight several additional characteristics of the PitM style that
are targeted at supporting the requirements identified in Section 3. 

To support DISTRIBUTABILITY, the PitM style natively provides
connectors that span device boundaries. Such connectors, called
border connectors, enable the interactions of components residing on
one device with components on other devices. A border connector
marshals and unmarshals data, code, and architectural models, and
dispatches and receives messages across the network. It may perform
data compression for efficiency, and authentication, authorization,
and encryption for security. Finally, a border connector supports
different message delivery guarantees (e.g., exactly once, best effort).

In order to address the need for adapting highly dynamic and mobile
applications to changes in their execution context, the PitM style
supports architectures at two levels: application-level and meta-level.
The role of components at the PitM meta-level is to act as effectors
and facilitate DYNAMICITY, AWARENESS, MOBILITY, and
ROBUSTNESS of PitM applications. Meta-level components may be
application-independent or application-specific. Application-level
and meta-level components exist side-by-side in PitM. Meta-level
components are aware of application-level components and may
initiate interactions with them, but not vice versa. The PitM style
rules apply to both component categories: meta-level components

Figure 1. A simple application architecture in the PitM style.
The unlabeled shaded circle represents a peer connector.
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also engage in connector-mediated, message-based interactions with
each other (and with application-level components).

In support of this two-level architecture, PitM currently distinguishes
among four types of messages. ApplicationData messages are used
by application-level components to communicate during execution.
The other three message types, ComponentContent,
ArchitecturalModel, and SystemMonitoring are used by PitM meta-
level components (i.e., effectors). ComponentContent messages
contain mobile code and accompanying information (e.g., the
location of a migrant component in the destination configuration);
Architectural-Model messages carry information needed to perform
architecture-level analyses of prospective PitM configurations;
finally SystemMonitoring messages carry the information about
different aspects of the system’s performance.

We have extensively employed special-purpose meta-level
components, called Admin Components, whose task is to exchange
ComponentContent messages and facilitate the deployment and
migration of application components across devices. Another meta-
level component is the Continuous Analysis component, which
leverages ArchitecturalModel messages for analyzing the (partial)
architectural models during the application’s execution, assessing the
validity of proposed run-time architectural changes, and possibly
disallowing the changes. 

Finally, TRACEABILITY is ensured in PitM via an architectural
middleware implementation [16] that maintains a strict relationship
between PitM architectural elements and implementation-level
modules. This middleware leverages programming language-level
techniques such as introspection and dynamic loading in order to
support the corresponding stylistic requirements.

We have recently begun adding to PitM support for observability
(i.e., awareness of the system’s execution environment) via execution
environment monitors and extensions to border connectors.
Currently, PitM’s support for AUTONOMY is limited to acting upon
anticipated (i.e., pre-coded) operational anomalies.

5 SUMMARY AND OPEN ISSUES
In this paper we have presented our attempt at codifying the
requirements for an architectural style in the domain of self-healing
systems. These requirements are needed to effectively support the
four major activities in the self-adaptive software lifecycle:
monitoring, planning the changes, deploying change descriptions,
and enacting the changes [20]. The requirements have been discussed
along the five concern areas we have identified previously as
distinguishing characteristics of architectural styles [17]. Such
characterization provides a clear mapping of the identified
requirements to the style dimensions. Additionally, it provides
comparison criteria for architectural styles in the self-healing
domain. Our hope is that the selection of requirements to be
supported and values for their characteristics will help to identify
specific self-healing architectural styles in a straightforward way.

This work is preliminary and much remains to be done. A natural
next step is to gain further experience by evaluating the applicability
of a number of known architectural styles to the self-healing domain
using the framework outlined in this paper. Such an evaluation will,
in turn, be used to fine-tune the framework itself. In addition, we are
currently investigating the suitability of various formalization
techniques, some of which have already been applied at the level of

architectural styles [1,4,10,13], for streamlining and possibly
automating the task of self-healing style evaluation and comparison.
The application of our framework to the PitM style in Section 4
suggests the need for formalization: the various (specific) aspects of
PitM were formulated in a similar, but not identical, way to the (more
general) descriptions given in Table 1; in order to establish whether
and to what extent those aspects of PitM truly are similar to the table
entries, ideally one would be able to formally specify and check for a
relationship akin to subtyping between the two. While formal
specification and analysis of architectural styles is by no means a
trivial task, our recent experience [17] suggests that this may indeed
be accomplished.

Our future work on the PitM style itself will focus on more general
support for observability (which is critical in resource-constrained,
mobile environments) and autonomy (which is central to the concept
of self-healing). We believe that work by Cheng et al. [6] suggests
some interesting possibilities in this regard, which we intend to
explore. We also plan to extend PitM’s current dynamicity and
mobility support with state transfer, and state preservation/restoration
facilities. Finally, we intend to map all of these capabilities to PitM’s
implementation infrastructure.
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