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Abstract: In distributed and mobile environments, the connections among the
hosts on which a software system is running are often unstable. As a result of
connectivity losses, the overall availability of the system decreases. The distri-
bution of software components onto hardware nodes (i.e., deployment architec-
ture) may be ill-suited for the given target hardware environment and may need
to be adtered to improve the software system’s availability. The critical difficulty
in achieving this task lies in the fact that determining a software system’s
deployment that will maximize its availability is an exponentially complex prob-
lem. In this paper, we present an automated, flexible, software architecture-
based solution for disconnected operation that increases the availability of the
system during disconnection. We provide a fast approximative solution for the
exponentially complex redeployment problem, and assess its performance.

1. Introduction

The emergence of mobile devices, such as portable computers, PDAS, and mobile
phones, and the advent of the Internet and various wireless networking solutions make
computation possible anywhere. One can now envision a number of complex software
development scenarios involving fleets of maobile devices used in environment moni-
toring, traffic management, damage surveys in times of natura disaster, and so on.
Such scenarios present daunting technical challenges: effective understanding of soft-
ware configurations; rapid composability and dynamic reconfigurability of software;
mobility of hardware, data, and code; scalability to large amounts of data and numbers
of devices; and heterogeneity of the software executing across devices. Furthermore,
software often must execute on “small” devices, characterized by highly constrained
resources such as limited power, low network bandwidth, slow CPU speed, limited
memory, and patchy connectivity. We refer to the development of software systemsin
the described setting as programming-in-the-small-and-many (Prism), in order to dis-
tinguish it from the commonly adopted software engineering paradigm of program-
ming-in-the-large (PitL) [8].

Applications in the Prism setting are becoming highly distributed, decentralized,
and mobile, and therefore highly dependent on the underlying network. Unfortunately,
network connectivity failures are not rare; mobile devices face frequent and unpredict-
able (involuntary) connectivity losses due to their constant location change and lack of
wireless network coverage; the costs of wireless connectivity often also induce user-
initiated (voluntary) disconnection; and even the highly reliable WAN and LAN con-
nectivity is unavailable 1.5% to 3.3% of thetime[25].

For this reason, Prism systems are challenged by the problem of disconnected
operation [24], where the system must continue functioning in the temporary absence



of the network. Disconnected operation forces systems executing on each network host
to temporarily operate independently from other hosts. This presents amajor challenge
for software systems that are highly dependent on network connectivity because each
local subsystem is usually dependent on the availability of non-local resources. Lack
of access to aremote resource can make a particular subsystem, or even the entire sys-
tem unusable.

A software system’s availability is commonly defined as a degree to which the sys-
tem suffers degradation or interruption in its service as a consequence of failures of
one or more of its components [11]. In the context of Prism systems, where a most
common failure is a network failure, we define availability as the ratio of the number
of successfully completed inter-component interactions in the system to the total num-
ber of attempted interactions.

A key observation for systems executing in the Prism setting is that the distribution
of software components onto hardware nodes (i.e., deployment architecture) greatly
influences the system's availability in the face of connectivity losses. However, the
parameters that influence the optimal distribution of a system may not be known before
the system’s deployment. For this reason, the (initial) software deployment architecture
may be ill-suited for the given target hardware environment. This means that a rede-
ployment of the software system may be necessary to improve its availability.

There are several existing techniques that can support various subtasks of rede-
ployment, such as monitoring [10] to assess hardware and software properties of inter-
est, component migration [9] to facilitate redeployment, and dynamic system
manipulation [19] to effect the redeployment once the components are migrated to the
appropriate hosts. However, the critical difficulty lies in the fact that determining a
software system’s deployment that will maximize its availability is an exponentially
complex problem. Existing approaches that recognize this (e.g., [2]) still assume that
al system parameters are known beforehand and that infinite time is available to cal-
culate the optimal deployment.

This paper presents an automated, flexible solution for disconnected operation that
increases the availability of the system in the presence of connectivity losses. Our
solution takes into account that limited information about the system and finite (usu-
aly small) amount of time to perform the redeployment task will be available. We
directly leverage a software system'’s architecture in accomplishing this task. Software
architectures provide abstractions for representing the structure, behavior, and key
properties of a software system [20] in terms of the system’s components, their interac-
tions (connectors), and their configurations (topologies).

We increase a system’s availability by (1) monitoring the system; (2) estimating the
redeployment architecture; and (3) effecting that architecture. Since estimating the
optimal deployment architecture is exponentially complex, we provide a fast approxi-
mative solution for increasing the system’s availahility, and provide an assessment of
its performance. We provide a light-weight, efficient, and adaptable architectural mid-
dieware, called Prism-MW, that enables implementation, execution, monitoring, and
automatic (re)deployment of software architecturesin the Prism setting. We have eval-
uated our approach on a series of examples.

The remainder of the paper is organized as follows. Section 2 presents overviews
of the techniques that enable our approach, and of related work.Section 3 defines the
problem our work is addressing and presents an overview of our approach. Section 4
introduces Prism-MW and its foundation for the disconnected operation support. Sec-
tions 5, 6, and 7 present the three stages of the redeployment process: monitoring,



redeployment estimation, and redeployment effecting. The paper concludes with the
discussion of future work.

2. Foundational and Related Work

This section presents three cases of techniques that form the foundation of our
approach and a brief overview of existing disconnected operation techniques.

2.1. Deployment

Carzaniga et. al. [4] propose a comparison framework for software deployment
techniques. They identify eight activities in the software deployment process, and
compare existing approaches based on their coverage of these activities:

» Release — preparing a system for assembly and transfer to the consumer site;

« Install —theinitial insertion of a system into a consumer site;

« Activate — starting up the executable components of the system at the consumer site;

« Deactivate — shutting down any executing components of an installed system;

» Update — renewing a version of a system;

« Adapt — modifying a software system that has previously been installed. Unlike
update, adaptation isinitiated by local events, such as change in the environment of
the consumer site. As will be detailed in Section 7, our approach utilizes system
adaptation;

» Deinstall —removal of the system from the consumer site; and

 Retire—the system is marked as obsolete, and support by the producer iswithdrawn.

2.2. Mobility

Code mobility can be informally defined as the ability to dynamically change the
binding between a code fragments and the location where it is executed. A detailed
overview of existing code mobility techniques is given by Fuggetta et al. [9]. They
describe three code mobility paradigms: (1) remote evaluation alows the proactive
shipping of code to aremote host in order to be executed; (2) mobile agents are auton-
omous objectsthat carry their state and code, and proactively move across the network,
and (3) code-on-demand, in which the client owns the resources (e.g., data) needed for
the execution of a service, but lacks the functionality needed to perform the service. As
detailed in Section 7, our approach leverages the remote eval uation paradigm.

Existing mobile code systems offer two forms of mobility. Srong mobility allows
migration of both the code and the state of an execution unit to a different computa-
tional environment. Weak mobility allows code transfers across different environ-
ments; the code may be accompanied by some initialization data, but the execution
state is not migrated. As described in Section 7, our approach utilizes strong mobility.

2.3. Dynamic Reconfigurability

Dynamic reconfigurability encompasses run-time changes to a software system’s
configuration via addition and removal of components, connectors, or their intercon-



nections. Oreizy et. a. [19] describe three causes of dynamic reconfigurability: (1)
corrective, which is used to remove software faults, (2) perfective, used to enhance
software functionality, and (3) adaptive, used to enact changes required for the soft-
ware to execute in a new environment. They also identify four types of architectural
reconfigurability: (1) component addition, (2) component removal, (3) component
replacement, and (4) structural reconfiguration (i.e., recombining existing functional -
ity to modify overall system behavior). As described in Section 7, our approach uti-
lizes all four types of run-time architectural reconfigurability.

2.4. Related Approaches

We have performed an extensive survey of existing disconnected operation
approaches, and provided a framework for their classification and comparison in [18].
In this section, we briefly summarize these techniques, and directly compare our
approach to 15 [2], the only known approach that explicitly focuses on a system’s
deployment architecture and its impact on the system’s availability.

The most commonly used techniques for supporting disconnected operation are;

» Caching — locally storing the accessed remote data in anticipation that it will be
needed again [13];

» Hoarding — prefetching the likely needed remote data prior to disconnection [14];

* Queueing remote interactions — buffering remote, non-blocking requests and
responses during disconnection and exchanging them upon reconnection [12];

« Replication and replica reconciliation — synchronizing the changes made during dis-
connection to different local copies of the same component [13]; and

* Multi-modal components —implementing separate subcomponents to be used during
connection and disconnection [24].

None of these techniques change the system’s deployment architecture. Instead,
they strive to improve system’s availability by sacrificing either correctness (in the
case of replication) or service delivery time (queueing), or by requiring implementa-
tion-level changesto the existing application’s code [24].

15 [2], proposes the use of the binary integer programming model (BIP) for gener-
ating an optimal deployment of a software application over a given network. This
approach uses minimization of overall remote communication as the criterion for opti-
mality, and therefore does not distinguish reliable, high-bandwidth from unreliable,
low-bandwidth links between target hosts. Additionally, solving the BIP model is
exponentially complex in the number of software components, and 15 does not attempt
to reduce this complexity. This renders the approach applicable only to systems with
very small numbers of software components and target hosts. |5 assumes that all char-
acteristics of the software system and the target hardware environment are known
before the system'’s initial deployment. Therefore, 15 is not applicable to systems
whose characteristics, such as frequencies of interactions among software components,
are either not known at design time, or may change during the system’s execution.

3. Problem and Approach

3.1. Problem Definition

The distribution of software components onto hardware nodes (i.e., a system’s soft-



ware deployment architecture, a concept illustrated in Figure 1) greatly influences the
system’s availability in the face of connectivity losses. For example, components
located on the same host will be able to communicate regardiess of the network’s sta-
tus; this is clearly not the case with components distributed across different hosts.
However, the reliability of connectivity (i.e., rate of failure) among the “target” hard-
ware nodes on which the system is deployed is usually not known before the deploy-
ment. The frequencies of interaction among software components may aso be
unknown. For this reason, the initial software deployment architecture may be ill-
suited for the given target hardware environment. This means that a redepl oyment of
the software system may be necessary to improve its availability.

The critical difficulty in achieving
this task lies in the fact that determining
a software system’s deployment archi-
tecture that will maximize its availability
(referred to as optimal deployment archi-
tecture) is an exponentialy complex
problem.

In addition to hardware connectivity
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and frequencies of software interaction, —

there are other constraints on a system’s [5]
redeployment, including: (1) the avail-

able memory on each host; (2) required 1
memory for each software component;

and (3) possible restrictions on compo- Host3 bt

nent locations (e.g., a Ul component e _

may befixed to aselected hos). Figure2  FI9%[e, L% sample depioyment srhiecture
shows a formal definition of the prob-

lem. The memg,,, function captures the

required memory for each component. The frequency of interaction between any pair
of components is captured via the freq function. Each host’s available memory is cap-
tured via the memy,. function. The reliability of the link between any pair of hostsis
captured via the rel function. Using the loc function, deployment of any component
can be restricted to a subset of hosts, thus denoting a set of allowed hosts for that com-
ponent. The criterion function A formally describes a system’s availability as the ratio
of the number of successfully completed interactions in the system to the total number
of attempted interactions. Function f represents the exponential number of the system’s
candidate deployments. To be considered valid, each candidate deployment must sat-
isfy the two conditions. The first condition in the definition states that the sum of
memories of the components that are deployed onto a given host may not exceed the
available memory on that host. Finally, the second condition states that a component
may only be deployed onto a host that belongs to a set of allowed hosts for that compo-
nent, specified viathe loc function.

Our approach relies on the assumption that the given system’s deployment archi-
tecture is accessible from some central location. While this assumption may have been
fully justified in the past, a growing number of software systems are decentralized to
some extent. We recognize this and intend to address this problem in our future work.
At the same time, before we would be able to do so, we have to understand and solve
the redeployment problem in the more centralized setting.



Given:
(1) a set C of n components (n:\c\) and two functions freq:CxC - R and memy,,, :C-o R

0 if C=c
_ 1 ]
frea(c. ) _{ frequency of communication between ¢ and ¢; if ¢ #c }

mem,.,(C) = required memory for ¢

(2) a set H of kK hardware nodes (k=JH|) and two functions rel :HxH -~ R and mem,,:H - R

1 if h=h;
rd(h,,hl)={0 if h isnot connected to h; }

reliability of the link between h, and h;, if h #h,
mem,. () = available memory on host h

(3) A function that restricts locations of software components loc:CxH - {03
1 if ¢ can be deployed onto h, }

loc(c, hy) ={0 if ¢ cannot be deployed onto h,

Problem:
Find a function f :C — H such that the system’s overall availability A defined as

33 (freq(c,c,) Crel (), £ c,))

A= i=1 j=1 -
> > (freq(c,c)))

i=l j=1
is maximized, and the following two conditions are satisfied:

1y DIOILK] (D memy,,(c)) < mem, (h)

GiCLn]
f(c;)=h,

(2) Djo[Ln] loc(c;, f(c;)) =1

Note that in the most general case, the number of possible functions f is k" . However, note that some of
these deployments may not satisfy one or both of the above two conditions.

Figure 2. Formal statement of the problem.

3.2. Our Approach

Our approach provides an automated, flexible solution for increasing the availabil-
ity of adistributed system during disconnection, without the shortcomings introduced
by existing approaches. For instance unlike [24], our approach does not require any
recoding of the system’s existing functionality; unlike [13], it does not sacrifice the
correctness of computations; finally unlike [12] it does not introduce service delivery
delays. We directly leverage a software system'’s architecture in accomplishing this
task. We propose run-time redepl oyment to increase the software system’s availability
by (1) monitoring the system, (2) estimating its redeployment architecture, and (3)
effecting the estimated redeployment architecture. Since estimating a system’s rede-
ployment (step 2) is an exponentially complex problem, we provide an approximative
solution that shows good performance.

A key insight guiding our approach is that for software systems whose frequencies
of interactions among constituent components are stable over agiven period of time T,
and which are deployed onto a set of hardware nodes whose reliability of connectivity
is also stable over T, there exists at |east one deployment architecture (called the opti-
mal deployment architecture) that maximizes the availability of that software system



for that target environment over the period T.

Figure 3 illustrates the system’s availability during the time period T, in terms of
our approach’s three key activities. The system’sinitial availability is A;. First, the sys-
tem is monitored over the period Ty,; during that period the availability remains
unchanged. Second, during the period Tg, the system’s redeployment is estimated;
again system availability remains unchanged. Third, during the time period Ty the sys-
tem redeployment is performed to improve its availability; the system’s availability
will decrease during this activity as components are migrated across hosts (and thus
become temporarily unavailable). Once the redeployment is performed, the system’s
availability increases to A,, and remains stable for the remainder of the time period T.

Performing system redeployment to improve its availability will give good results
if the times required to monitor the system and complete its redeployment are negligi-
ble with respect to T (i.e., Ty+Te+Tre< T). Otherwise, the system’s parameters would
be changing too frequently and the system would “thrash” (i.e., it would undergo con-
tinuous redeployments to improve the availability for parameter values that change
either before or shortly after the redeployment is completed).

4. Prism-MW

Our approach is independent
of the underlying implementa
tion platform, but requires scal- A~ ——— — ra
able, light-weight support for
distributed architectures with
arbitrary topologies. For thisrea-
son, we leverage an adaptable A
and extensible architecture
implementation  infrastructure
(i.e., architectural middleware),
called PrismMW [16]. Prism- -
MW enables efficient and scal- AT T F—————|  Time
able implementation and execu- € T N|
tion of distributed software
architectures in the Prism set-
ting. Furthermore, Prism-MW’s
native support for extensibility
made it highly suitable for incorporating disconnected operation support. In this sec-
tion we summarize the design of Prism-MW, and describe in more detail its foundation
for the disconnected operation support.

Avaiﬁability

Figure 3. Graphical representation of the availability
function.

4.1. Middleware Design

Prism-MW provides classes for representing each architectural element, with
methods for creating, manipulating, and destroying the element. Figure 4 shows the
class design view of Prism-MW. The shaded classes constitute the middleware core;
the dark gray classes are relevant to the application developer. The design of the mid-
dlewareis highly modular: the only dependencies among classes are viainterfaces and



inheritance; the only exception is the Architecture class, which contains multiple
Bricks for reasons that are explained below.

Brick is an abstract class that encapsulates common features of its subclasses
(Architecture, Component, and Connector). The Architecture class records the config-
uration of its constituent components and connectors, and provides facilities for their
addition, removal, and reconnection, possibly at system run-time. A distributed appli-
cation is implemented as a set of interacting Architecture objects. Components in an
architecture communicate by exchanging Events, which are routed by Connectors.
Finally, Prism-MW associates the 1Scaffold interface with every Brick. Scaffolds are
used to schedule events for delivery and to dispatch events using a pool of threadsin a
decoupled manner. | Scaffold also directly aids architectural awareness [3] by allowing
probing of the runtime behavior of a Brick, via different implementations of the IMon-
itor interface.

When using Prism-MW, the developer first subclasses the Component class for all
components in the architecture and implements their application-specific methods.
The next step is to instantiate the Architecture classes for each address space and
define the needed instances of thus created components, and of connectors selected
from the reusable connector library. Finally, attaching component and connector
instancesinto a configuration is achieved by using the weld method of the Architecture
class. This process can be partially automated using our tool support described in [16].

To support capabili- RRobin . .
ties that may be |Dispatch| 0 Disconnection
required for different IDispatch —RateMonitor
(classes  of)  Prism FIFO O T e

At . Scheduler IScheduler :
applications,  Prism- IMonitor

MW provides three — Evt Frequency
specialized  classes: m Monitor
ExtensibleComponent, /
ExtensibleConnector,

and ExtensibleEvent.
These classes extend
the corresponding base
classes and, by com- ‘\
posing a number of [ SoEkes) [Exensitid o
interfaces, provide the Eensinle
ability to select the Component] >0, 0

. ) . |
desired  functionality 0.0 Serfalizable

IDistribution Extensible

Event

inside each instance of e

an Extensible class. If Algorithm
an interface is installed IAdmin
in a given Extensible
class instance, that

instance will exhibit o _ )
the behavior realized Figure 4. UML class design view of Prism-MW. Middleware core
S . . classes are highlighted. Only the relevant extensions are shown.
inside the interface's

implementation. Multi-

ple interfaces may be installed in a single Extensible class instance. In that case, the
instance will exhibit the combined behavior of the installed interfaces. To date, we
have provided support for architectural awareness, real-time computation, distribution,

Approximative|

IDeployment Algorithm

Algorithm




security, data compression, delivery guarantees, and mobility. The details of these
extensions may be found in [16].

In support of distribution, Prism-MW provides the ExtensibleConnector, which
composes the IDistribution interface. To date, we have provided two implementations
of the IDistribution interface, supporting socket-based and infrared-port based inter-
process communication. An ExtensibleConnector with the instantiated IDistribution
interface (referred to as DistributionConnector) facilitates interaction across process or
machine boundaries. In addition to the IDistribution interface inside the Extensible-
Connector class, to support distribution and mobility we have implemented the Serial-
izable interface inside each one of the Extensible classes. Thisallows usto send data as
well as code across machine boundaries.

To support various aspects of architectural awareness, we have provided the Exten-
sibleComponent class, which contains a reference to 1Architecture. This alows an
instance of ExtensibleComponent to access all architectural elements in its local con-
figuration, acting as a meta-level component that effects run-time changes on the sys-
tem’s architecture.

4.2. Disconnected Operation Support

To date, we have augmented ExtensibleComponent with severa interfaces. Of
interest in this paper is the |Admin interface used in support of redeployment. We pro-
vide two implementations of the IAdmin interface: Admin, which supports system
monitoring and redeployment effecting, and Admin’s subclass Deployer, which aso
provides facilities for redeployment estimation. We refer to the ExtensibleComponent
with the Admin implementation of the lAdmin interface as AdminComponent; analo-
goudly, we refer to the ExtensibleComponent with the Deployer implementation of the
| Admin interface as Deployer Component.

Asindicated in Figure 4, both AdminComponent and Deployer Component contain
apointer to the Architecture object and are thus able to effect run-time changesto their
local subsystem’s architecture: instantiation, addition, removal, connection, and dis-
connection of components and connectors. With the help of DistributionConnectors,
AdminComponent and DeployerComponent are able to send and receive from any
device to which they are connected the events that contain application-level compo-
nents (sent between address spaces using the Serializable interface).

In order to perform run-time redeployment of the desired architecture on a set of
target hosts, we assume that a skeleton configuration is preloaded on each host. The
skeleton configuration consists of Prism-MW’s Architecture object that contains a Dis-
tributionConnector and an AdminComponent that is attached to the connector. One of
the hosts contains the Deployer Component (instead of the AdminComponent) and con-
trols the redeployment process. The Deployer Component gathers all the monitoring
data from different AdminComponents and estimates the system redeployment. Then,
the Deployer Component collaborates with AdminComponents to effect the estimated
redeployment architecture. The details of this process are described in Sections 5, 6,
and 7.

Our current implementation assumes that the host containing the Deployer Compo-
nent will have a direct (possibly unreliable) connection with all the remaining hosts.
An aternative design would require only the existence of a path between any two hosts
(i.e, a connected graph of hosts). In this scenario, the information that needs to be



exchanged between a pair of hosts not connected directly would need to get routed
through a set of intermediary hosts (e.g, by using event forwarding mechanisms of
Siena[5]). We are currently implementing and evaluating this design.

5. System Monitoring

5.1. Monitoring Requirements

System monitoring [10] is a process of gathering data of interest from the running
application. In the context of system redeployment, the following data needs to be
obtained: (1) frequency of interaction among software components; (2) each compo-
nents’ maximum memory requirements; (3) reliability of connectivity among hard-
ware hosts; and (4) available memory on each host. Since we assume that the available
memory on each host and maximum required memory for each software component
are stable throughout the system’s execution, these parameters can be obtained either
from the system’s specification (e.g., [2]) or at the time the initial deployment of the
system is performed. Therefore, the active monitoring support should gather the fol-
lowing parameters:. (1) for each pair of software componentsin the system, the number
of times these componentsinteract is recorded, and (2) for each pair of hardware hosts,
the ratio of the number of successfully completed remote interactions to the total num-
ber of attempted interactions is recorded. Furthermore, due to the limited time avail-
able to perform a system’s redeployment, the time required to complete system
monitoring should be minimized (recall Figure 3).

5.2. Prism-MW'’s Support for Monitoring

In support of monitoring Prism-MW provides the IMonitor interface associated
through the Scaffold class with every Brick. This allows us to monitor the run-time
behavior of each Brick. To date, we have provided two implementations of the IMon-
itor interface: EvtFrequencyMonitor records the frequencies of different events the
associated Brick sends, while DisconnectionRateMonitor records the reliability of con-
nectivity between its associated DistributionConnector and other remote Distribution-
Connectors.

An AdminComponent on any device is capable of accessing the monitoring data of
its local components and connectors (recorded in their associated implementations of
the IMonitor interface) via its pointer to the Architecture. The AdminComponent then
sends that data in the form of serialized ExtensibleEvents to the requesting Deployer-
Component.

In order to minimize the time required to monitor the system, system monitoring is
performed in short intervals. The AdminComponent compares the results from consec-
utive intervals. As soon as the difference in the monitoring data between two consecu-
tive intervals becomes small (i.e., less than a given value €), the AdminComponent
assumes that the monitoring data is stable, and informs the Depl oyer Component.

Note that the DeployerComponent will get the reliability data twice (once from
each host). On the one hand, this presents additional overhead. On the other hand, this
feature can be used to more accurately assess the reliability data, by taking the average
from the two sets of monitoring data. Furthermore, this overhead presents only a frac-



tion of the total monitoring overhead, since the number of hosts is usually much
smaller than the number of components. The frequency data will be received by the
Deployer Component only once, since each EvtFrequencyMonitor only monitors the
outgoing events of its associated component.

An issue we have considered deals with cases when most, but not all system
parameters are stable. As described above, if any of the parameters do not satisfy their
€ constraint, the redeployment estimation will not be initiated. There are at least two
ways of addressing this situation. First is to increase the € for the specific troublesome
parameters and thus induce the redeployment estimation. Alternatively, asingle, global
€, May be used to initiate redeployment estimation as soon as the average difference of
the monitoring data for all the parameters in the system becomes smaller than &4 We
support both these options and are currently assessing their respective strengths and
weaknesses.

Our initial assessment of Prism-MW'’s monitoring support suggests that continuous
monitoring on each host will likely induce no more than 10% computationa overhead
and 5% memory overhead. We are currently studying the actual monitoring overhead
caused by our solution.

6. Estimating Redeployment

6.1. Algorithmsand Their Analysis

In this section we describe our two algorithms for estimating a system’s redepl oy-
ment architecture. These agorithms require the data obtained during the monitoring
stage. We analyze the algorithms' performance, both in terms of time complexity (i.e.,
Tg) and of the achieved availability.

6.1.1. Exact Algorithm

This algorithm tries every possi-

ble deployment architecture, and  Time (sec)
selects the one that has maximum
availability and satisfies the con-
straints posed by the memory and
restrictions on locations of software
components. The exact algorithm
guarantees at least one optima
deployment. The complexity of this
algorithm in the general case (i.e, & o 1

with no restrictions on component Moz,
locations) is O(k™, where k is the Number of components
number of hardware hosts, and n Figure 5. Performance benchmark of the exact

the number of software compo- algorithm on an Intel Pentium Ill, 850MHz, 128 MB
nents. By fixing a subset of mcom-  of RAM running Java JDK 1.1.8 on Windows XP.

ponents to selected hosts, the

complexity of the exact algorithm reduces to O(k™™). Even with this reduction, how-
ever, this algorithm may be computationally too expensive if the number of hardware
nodes and unfixed software componentsinvolved is not very small. Figure 5 shows the




performance of this algorithm. For example, if there are no restrictions on locations of
software components, even for arelatively small deployment architecture (15 compo-
nents, 4 hosts), the exact algorithm runs for more than eight hours.

This algorithm may be used for calculating optimal deployment for systems whose
characteristics (i.e., input parameters to the algorithm) are stable for a very long time
period. In such cases, it may be beneficia to invest the time required for the exact
algorithm, in order to gain maximum possible availability. However, note that even in
such cases, running the algorithm may become infeasible very quickly.

6.1.2. Approximative Algorithm

Given the complexity of the exact algorithm and limited time available for estimat-
ing the system’s redeployment, we had to devise an approximative algorithm that
would significantly reduce this complexity while exhibiting good performance.

The redeployment problem is an instance of a large class of global optimization
problems, in which the goal is to find a solution that corresponds to the minimum (or
maximum) of asuitable criterion function, while it satisfies a given collection of feasi-
bility constraints. Most global optimization problems are NP-hard [7].}

Different techniques have been devised to search for approximative solutions to
global optimization problems. Some of the more commonly used strategies are
dynamic programming, branch-and-bound, and greedy algorithms [6]. When devising
approximative solutions for global optimization problems, the challenge is to avoid
getting stuck at the “local optima”. There are several techniques that can be applied to
avoid this problem: genetic algorithms, smulated annealing, and stochastic (i.e., ran-
dom) algorithms [6,21]. It has been demonstrated that stochastic algorithms produce
good results more quickly than the other two techniques [1]. In this section, therefore,
we describe and assess the performance of a stochastic approximative algorithm with
polynomial time complexity (O(nz)).

This algorithm randomly orders all the hosts and randomly orders all the compo-
nents. Then, going in order, it assigns as many components to a given host as can fit on
that host, ensuring that the assignment of each component is allowed (recall the loc
restriction in Figure 2). Once the host isfull, the algorithm proceeds with the same pro-
cess for the next host in the ordered list of hosts, and the remaining unassigned compo-
nents in the ordered list of components, until all components have been deployed. This
process is repeated a desired number of times, and the best obtained deployment is
selected. The complexity of this algorithm is polynomial, since we need to calculate
the availability for every deployment, and that takes O(nz) time.

In order to assess the performance of our two algorithms, we have implemented a
tool, called DeSi [16], that provides random generation of the system parameters, the
ability to modify these parameters manually, and the ability to both textually and
graphically display the results of the two algorithms.

We have assessed the performance of the approximative algorithm by comparing it
against the exact algorithm, for systems with small numbers of components and hosts
(i.e., less than 13 components, and less than 5 hosts). In large numbers of randomly
generated problems, the approximative algorithm invariably found a solution that was
at least 80% of the optimal with 1000 iterations. Figure 6 shows the results of these
benchmarks.

For larger problems, where the exact algorithm is infeasible, we have compared the

1 AnNP-hard problem cannot be solved, or an existing solution to it verified, in polynomial time.



results of the approximative algorithm for varying number of iterations to the mini-
mum availability obtained.2 The results of this benchmark are illustrated in Figure 7.
The achieved availability in these four architectures was at least 70%. Furthermore,
with an order of magnitude increase in the number of iterations, the output of the algo-
rithm improved at most by 2%. Finally, the achieved availability was at least 60%
greater than the minimum.

6.2. Prism-MW'’s support for estimation
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nent accessesitslocal mon- !
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Components. Once the
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estimation, by invoking the
execute operation of the Hosts |3
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ExactAlgorithm and Figure 6. Comparing the performance of the exact and
ApproximativeAlgorithm. approximative algorithms for randomly generated
The output of each of these architectures with three or four hosts and ten, eleven, or

. . . twelve components
agorithms is a desired P

deployment architecture (in the form of unique component-host identifier pairs),
which now needs to be effected.

7. Effecting Redeployment

7.1. Requirements for Effecting Redeployment

Effecting the system’s redeployment is performed by determining the difference
between the current deployment architecture and the estimated one. This will result in
aset of components to be migrated. Thus obtained components are then migrated from
their source hosts to the destination hosts. After the migration is performed, the
migrant components need to be attached to the appropriate locations in their destina-
tion configurations. In order to effectively manage system redeployment, the exchange
of components between hosts that are not directly connected should be supported. Fur-
thermore, a solution for effecting redeployment would also need to address situations

2 The minimum availability is obtained by recording the worst availability during the approximative algo-
rithm’s search.



in which network bandwidth and reliability of connectivity between a pair of hosts
restrict the maximum size of components that may be exchanged. Otherwise, it may
not be possible to effect the redeployment architecture obtained during the estimation
phase.

7.2. Prism-MW'’s Support for Redeployment Effecting
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series of events to remote chitectures with 10 hosts and 100 components, with
AdminComponents requesting 1000, 10,000, and 100,000 iterations.

the set of components that are

to be deployed locally. If some of the devices containing the desired components are
not directly reachable from the requesting device, the request events for those compo-
nents are sent by the local AdminComponents to the DeployerComponent. The
Deployer Component then forwards those events to the appropriate destinations, and
forwards the responses containing migrant components to the requesting AdminCorm-
ponents. Therefore, the Deployer Component serves as arouter for devices not directly
connected (recall the discussion in Section 4.2).

. Each AdminComponent that receives an event requesting its local component(s) to be

deployed remotely, detaches the required component(s) from its local configuration,
serializes them (therefore preserving the component’s state during the migration), and
sends them as a series of events viaits local DistributionConnector to the requesting
device.

. The recipient AdminComponents reconstitute the migrant components from the

received events.

. Each AdminComponent invokes the appropriate methods on its Architecture object to

attach the received components to the local configuration.
As discussed in Section 4.2, our current implementation assumes a centralized

organization, i.e., that the device containing the Deployer Component will have direct
connection with all the remaining devices. We are currently implementing and eval uat-
ing an existing decentralized solution to asimilar problem [5].

To address the situations where the reliability of connectivity, network bandwidth,

and component size would prevent the exchange of a migrant component between a
pair of hosts from occurring atomicaly (i.e., using a single event to send the migrant
component), Prism-MW supports incremental component migration, as follows:



=

. The sending AdminComponent serializes the migrant component into a byte stream.

2. The sending AdminComponent divides the byte stream into small segments, whose
sizeisprogrammatically adjustable.

3. Each segment is packaged into a separate event, numbered, and sent atomically.

4. After the last chunk is sent, the sending AdminComponent sends a special event
denoting that the entire component has been sent.

5. The receiving AdminComponent recongtitutes the migrant component from the

received byte code chunks, requesting that the sending AdminComponent resend any

missing (numbered) segments.

8. Conclusions and Future Wor k

As the distribution, decentralization, and mobility of computing environments
grow, so does the probability that (parts of) those environments will need to operatein
the face of network disconnections. On the one hand, a number of promising solutions
to the disconnected operation problem have already emerged. On the other hand, these
solutions have focused on specific system aspects (e.g., data caching, hoarding, and
replication; special purpose, disconnection-aware code) and operational scenarios
(e.g., anticipated disconnection [24]). While each of these solutions may play arolein
the emerging world of highly distributed, mobile, resource constrained environments,
our research is guided by the observation that, in these environments, a key determi-
nant of the system’s ability to effectively deal with network disconnections is its
deployment architecture.

This paper has thus presented a set of algorithms, techniques, and tools for improv-
ing a distributed, mobile system’s availability via redeployment. Our support for dis-
connected operation has been successfully tested on several example applications. We
are currently developing a simulation framework, hosted on Prism-MW, that will
enabl e the assessment of our approach on alarge number of simulated hardware hosts,
with varying but controllable connectivity among them.

While our experience thus far has been very positive, a number of pertinent ques-
tions remain unexplored. Our future work will span issues such as (1) devising new
approximative algorithms targeted at different types of problems (e.g., different hard-
ware configurations such as star, ring, and grid), (2) support for decentralized rede-
ployment (in cases where the DeployerComponent is not connected to all the
remaining hardware hosts), (3) addressing the issue of trust in performing distributed
redeployment, and (4) studying the trade-offs between the cost of redeployment and
the resulting improvement in system availability. Finally, we intend to expand our
solutions to include system parameters other than memory, frequency of interaction,
and reliability of connection (e.g., battery power, display size, system software avail-
able on agiven host, and so on).
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