
1

University of Southern California
Center for Software EngineeringC S E

USC

Use of Cost Models
in Risk Management 

Dr. Ray Madachy
Cost Xpert Group

USC Center for Software Engineering

Dr. Richard Stutzke
SAIC

17th International Forum on COCOMO and Software Cost Modeling
October 22, 2002



2

University of Southern California
Center for Software EngineeringC S E

USC

Agenda (Part 1 only)

• Risk Management Context
• Cost Model Usage Overview
• Risk Identification

– Expert COCOMO example
• Risk Analysis

– tradeoff and sensitivity analyses
– probabilistic estimation

• Tool Examples
• Summary and References
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Agenda (Part 2)

• Risk Control tutorial by Dr. Dick Stutzke, 
SAIC
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Risk Overview

• Risk is the possibility of an undesirable 
outcome 
– exceed budget
– schedule overrun
– deliver unsuitable product

• Risk impact = (probability of undesirable 
outcome) * (cost of undesirable outcome)
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Risk Overview (cont.)

• Risk management involves several 
activities:
– Risk assessment

• Risk identification
• Risk analysis
• Risk prioritization

– Risk control 
• Risk management planning
• Risk resolution
• Risk monitoring
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Software Risk Management
Checklists
Decision driver analysis
Assumption analysis
Decomposition

Performance models
Cost models
Network analysis
Decision analysis
Quality factor analysis
Risk exposure
Risk leverage
Compound risk reduction

Buying information
Risk avoidance
Risk transfer
Risk reduction
Risk element planning
Risk plan integration
Prototypes
Simulations
Benchmarks
Analyses
Staffing
Milestone tracking
Top-10 tracking
Risk reassessment
Corrective action

Risk 
Assessment

Risk 
Control

Risk 
Analysis

Risk mgmt
Planning

Risk
Management

Risk 
Monitoring

Most direct applications for 
cost models are shown in red

Risk 
Identification

Risk
Prioritization

Risk 
Resolution
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Cost Estimation and
Risk Management Alliance

• Cost estimates are used to evaluate risk and 
perform risk tradeoffs. 

• Risk analysis methods such as Monte Carlo 
simulation can be applied to cost models.

• The likelihood of meeting cost estimates 
depends on risk management.
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Agenda

• Risk Management Context
• Cost Model Usage Overview
• Risk Identification

– Expert COCOMO example
• Risk Analysis

– tradeoff and sensitivity analyses
– probabilistic estimation

• Tool Examples
• Summary and References
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Specific Uses of Cost Models

• Use cost models as risk identification checklists
– cost factors serve as checklist of risk items that 

correlate to cost/schedule overruns

• Support cost and schedule risk analyses 
– calculate risk consequence component of risk exposure
– quantitative analysis of potential overruns 
– help in risk prioritization
– decision option evaluation
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Specific Uses of Cost Models (cont.)

• Analyze uncertainties in cost or schedule estimate 
(uncertainty = risk)
– determine confidence level of meeting plans and targets

• Support risk management planning
– analyze cost/schedule impact of risk mitigation options

• Component of risk monitoring and control 
feedback loop during project execution
– reassess risks continuously
– support replanning efforts
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Risk Assessment Role in Each 
Life-Cycle Phase

Evaluate Alternatives W.R.T Objectives

ID Potential High-Risk Areas

• No Alternatives Satisfy Objectives

• Major Satisfaction Uncertainty

Analyze Risk Items

Prioritize Risk Items

Alternatives

Physical Architecture
Logical Architecture
COTS Software
Reused Software
Special Software

Objectives
Cost
Schedule
Function
Operation
Support
Reuse

Revised
Objectives

Subset of
Alternatives

Risk 
Management
Plan RMPn Prioritized

Risk Items

Models,
Analysis Aids

Risk ID
Checklist,
Techniques
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Cost Model Project Feedback

Ok?

Execute
project
to next

Milestone

Ok?

Done?

Revise
Milestones,

Plans,
Resources

No

Revised
Expectations

Milestone
Results

Yes

No

Yes

Cost,
Schedule,
Risks

No

Milestone plans,
resources

Rescope
System objectives:

functionality, 
performance, quality

Software
Cost ModelProject parameters:

personnel, team, platform

Corporate parameters:
tools, processes, reuse Milestone expectations

Yes

End

* Adapted from Software Cost Estimation with COCOMO II
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• Risk Management Context
• Cost Model Usage Overview
• Risk Identification

– Expert COCOMO example
• Risk Analysis

– tradeoff and sensitivity analyses
– probabilistic estimation

• Tool Examples
• Summary and References
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Expert COCOMO Introduction

• An automated, heuristic technique to identify 
project risks in conjunction with cost estimation.
– risks are further categorized, quantified and prioritized

• Risk situations are characterized by combinations 
of cost driver values indicating increased effort 
with a potential for more problems.

• It also detects cost estimate input anomalies in 
addition to conventional COCOMO cost/schedule 
calculations.
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Knowledge Engineering
• COCOMO cost factor combinations used as 

abstractions for formulating risk heuristics
• Iterative elicitation of knowledge from 

domain experts and written sources
• Devised knowledge representation scheme 

and risk quantification algorithm
• Statistical testing performed
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Risk Rule Example

IF ((required development schedule < nominal)

AND (applications experience < nominal))

THEN there is a project risk
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Rule Base
• Includes 94 rules / over 600 risk conditions.

– risk situations
• multiple categories of risk

– input anomalies/consistency checks
– risk mitigation advice
– project attribute rating
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Rule Taxonomy
Overall Project Risk

Schedule risk Product risk Platform risk Personnel risk Process  risk Reuse risk
SCED RELY TIME ACAP TOOL RUSE
  sced_cplx   rely_acap    sced_time    acap_risk   sced_tool    ruse_rely
  sced_rely   rely_pcap    time_pcap    cplx_acap    tool_acap   ruse_aexp
  sced_time    rely_pmat    time_acap    cplx_acap_pcap   tool_pcap   ruse_ltex
  sced_pvol    sced_rely    cplx_time_sced   pmat_acap   cplx_tool   ruse_acap
  sced_tool    rely_data_sced   tim e_s tor_sced   rely_acap    time_tool   ruse_time
  sced_acap    rely_s tor_sced   tim e_pvol_sced   rely_acap_pcap   tool_pm at   ruse_s tor
  sced_aexp    rely_acap_pcap   ruse_time   ruse_acap   pcon_tool   ruse_docu
  sced_pcap    prec_rely   time_tool   sced_acap    s ite_tool   prec_ruse
  sced_vexp    res l_rely   prec_time   s tor_acap    res l_tool   res l_ruse
  sced_ltex    ruse_rely   flex_time   time_acap  SITE
  sced_pmat  DATA   res l_time   tool_acap   s ite_docu
  sced_docu   rely_data_sced STOR   pcon_acap   s ite_tool
  sced_pcon SIZE   s tor_acap    prec_acap   pcon_site
  sced_s ite   s ize_pcap   s tor_pcap    res l_acap   sced_site
  sced_prec CPLX   ruse_s tor AEXP   prec_s ite
  sced_flex   cplx_acap    cplx_s tor_sced   ltex_aexp_sced   team _site
  sced_res l   cplx_acap_pcap   tim e_s tor_sced   ruse_aexp PREC
  sced_team   cplx_pcap    prec_s tor   sced_aexp    prec_flex
  rely_data_sced   cplx_s tor_sced   flex_s tore   pcon_aexp   prec_rely
  rely_s tor_sced   cplx_time_sced   res l_s tor   res l_aexp   prec_cplx
  cplx_time_sced   cplx_tool PVOL   team_aexp   prec_ruse
  cplx s tor sced   prec cplx  sced pvol  LTEX  prec docu.

.

.

.

.

.

.

.

.

.
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.
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Typical Assignment of Risk Levels
                                                                             ATTRIBUTE 1

                                            very low                                                                    extra high
                                very low
                                                                                very high

                                                                                                                              high

                                                                                                                    moderate
             ATTRIBUTE 2

                               very high

                                                     discretized
                                                           into

ATTRIBUTE 1
VERY LOW       LOW   NOMINAL      HIGH VERY HIGH EXTRA HIGH

VERY LOW MODERATE HIGH VERY HIGH
LOW MODERATE HIGH
NOMINAL MODERATE
HIGH
VERY HIGH

ATTRIBUTE 2
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Risk Weighting
project risk risk level  effort multiplier product ,=

==
∑∑ i j
i

category risks

j

categories

i j, *
##

11

where risk level = 1 moderate
                             2 high
                             4 very high

effort multiplier product=
   (driver #1 effort multiplier) * (driver #2 effort multiplier) ... * (driver #n effort multiplier).

If the risk involves a schedule constraint (SCED), then

effort multiplier product=
   (SCED effort multiplier)/(relative schedule) * (driver #2 effort multiplier)... * (driver #n effort

multiplier).

In the cases where a risk involves a scale driver, then the effective effort multiplier for the scale
driver is of the form:

scale driver multiplier = SIZE.01*Wi/SIZE.01*3
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Expert COCOMO Input Screen (1/2)
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Expert COCOMO Input Screen (2/2)
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Expert COCOMO Output Screen (1/2)
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Expert COCOMO Output Screen (2/2)
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Emerging COCOMO Extensions for 
Heuristic Risk Assessment

• COQUALMO (COnstructive QUALity Model)
• COCOTS (COnstructive COTS model)
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Agenda

• Risk Management Context
• Cost Model Usage Overview
• Risk Identification

– Expert COCOMO example
• Risk Analysis

– tradeoff and sensitivity analyses
– probabilistic estimation

• Tool Examples
• Summary and References
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Tradeoff Analyses

• Cost drivers can be used to analyze their 
effects on effort and schedule

• Enables tradeoff analysis between different 
scenarios
– e.g. evaluate impact of software packages, 

different tools, personnel decisions, etc.
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Example Tradeoff Analysis

• Team A: low hourly rates, low personnel 
capability and experience

vs.
• Team B: high hourly rates, high personnel 

capability and experience

• Use cost model to analyze cost, effort and 
schedule tradeoffs
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Tradeoff Parameters
Size = 30 KSLOC

Hourly Labor Rate

Programmer 
Capability

Applications 
Experience

Analyst Capability

$200$80

HighLow

HighLow

HighLow

Team BTeam A
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Tradeoff Results

A
B

A

A

B

B

Which team would you choose?
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Performing a Sensitivity Analysis

• Sensitivity analysis involves adjusting 
model input values to determine the impact 
on the cost estimate from varying the 
project factors.

• You attempt to identify factors with a high 
uncertainty and a high impact. These 
aspects can be quantified to help calculate 
the range of your estimates.
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Performing a Sensitivity Analysis (cont.)

• Factors where changes reduce cost or 
schedule are candidates for organizational 
changes by management.   Cost models 
allow a quantitative cost/benefit analysis to 
be made to find high leverage opportunities.

• Significant factors that are outside of your 
control constitute project risk.
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A Sensitivity Analysis Method

• Determine the relative impacts by applying the 
software effort equation with changed factors:

Effort = A * SIZEB * Effort Adjustment Factor

• Calculate the effort ratio between cases
– all terms will cancel out except for those being changed
– e.g., the impact of changing a cost driver is the ratio of its effort 

multiplier at the different ratings

• Same general method for schedule impact via 
the schedule formula

* Effort Adjustment Factor = Product of Effort Multipliers
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Sensitivity Analysis Examples
• Risk of size growth (from 100K to 130K)

– 130 1.2 / 100 1.2 = 1.37
– relative effort increase = 37%

• Risk of more complex algorithms (Product 
Complexity (CPLX) from High to Very High)
– 1.34 / 1.17 = 1.15
– relative effort increase = 15%

• Risk of not having good analysts (Analyst 
Capability (ACAP) from High to Nominal)
– 1.00 / .85 = 1.18
– relative effort increase = 18%



35

University of Southern California
Center for Software EngineeringC S E

USC

Timeboxing Decision Analysis 
Example

• Management wants you to plan a 6 month market-driven project 
consisting of 40 use case scenarios (assume equal effort for each).  
This project cannot overrun.

– Can all scenarios be completed in the timeframe without schedule compression?  If 
not, how many can?

• Your initial estimate results*:
– 40 scenarios will take 8.3 months (29 Person-months effort)
– 25 scenarios can be completed in 5.9 months (17.7 Person-months effort)

• After hearing your initial estimate, management says 25 scenarios 
won’t constitute a core capability to attain ROI.  Nearly all 40 use 
cases are crucial (30 minimum) and they are willing to pay extra
for schedule compression.  Can this be done?

* estimates using Cost Xpert version 3.2
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Timeboxing Decision Analysis 
Example (cont.)

• Next estimate:
– 6.3 months is the shortest possible schedule (36.1 Person-months of effort)
– you suggest identifying 37 scenarios that will payoff since they can be done in 6 

months.

• The team defines a 
set of usage features 
that can be developed 
in the timeframe.

• The resulting tradespace:

6

30 40

Time to
Market

Use Case Scenarios

increasing cost

75% compressed schedule

nominal schedule
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Estimation Process Risk Considerations
Example: financial services application for fund trading

Time and Effort Spent on Estimation

RE =
P(L) * S(L)

few plan delays: low P(L)
early value capture, trader
advantage: low S(L)

plan breakage: high P(L)
investment value capture
delays: high S(L)

inadequate plans: high P(L)
oversights, delays, rework: high S(L)

thorough plans: low P(L)
minor problems, few unforeseens:
low S(L)

loss due to inadequate
plans

loss due to data delays
for investment decisions
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Finding the Estimation Sweet Spot 
(How much is enough?)

Time and Effort Spent on Estimation

RE =
P(L) * S(L)

RE due to
inadequate
plans

RE due to data delays for
investment decisions

Sweet
Spot

Total RE
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Agenda

• Risk Management Context
• Cost Model Usage Overview
• Risk Identification

– Expert COCOMO example
• Risk Analysis

– tradeoff and sensitivity analyses
– probabilistic estimation

• Tool Examples
• Summary and References
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Probabilistic Estimation
• A point estimate is only one of an infinite number of 

possibilities; hence the probability of achievement is zero.  
One should evaluate the uncertainty range.

• Risk analysis using probabilistic methods (e.g. Monte 
Carlo simulation, PERT) uses input probability 
distributions and computes corresponding output 
probability distributions.

• Confidence level risk charts are based on the resulting 
output distribution.
– Confidence level refers to the probability of not exceeding a given value 

(e.g. a conservative 90% confidence level cost means a 10% chance of 
exceeding the cost based on the probabilistic inputs)

• A point estimate should be reported with its associated 
confidence level.
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Probability Density Function and 
Cumulative Distribution
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Area = 1

1

F(X) = ∫ f(x)dx

0 ≤ F(x) ≤ 1 for all x

F(x) is nondecreasing
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PERT Probability Distribution
• PERT distribution used in several models is a 

form of a Beta distribution
– a rounded version of the triangular distribution that can 

be skewed
– specified by three parameters: a minimum value, most 

likely and a maximum value
– the minimum and maximum represent 5% and 95% 

cumulative probabilities respectively (each value will 
be exceeded only 1/20 times at the extreme ends)
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PERT Based Risk Analysis
• Base estimates on a distribution specified by best 

(minimum), most likely and worst (maximum) size values.

Mean: (best + 4*most likely + worst )
6

Standard deviation (SD): (worst - best)
6

• Sample input for a 
software component

0

0.01

0.02

0.03

0.04

0.05

0 10 20 30 40 50 60 70 80 90 100

Size (KSLOC)

Pr
ob

ab
ili

ty
most likely

best worst
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Sample Output Distributions
Effort Distribution

0

0.01

0.02

0.03

0.04

0.05

150 160 170 180 190 200 210 220 230 240 250

Effort (Person-months)
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Confidence Level

0
0.1
0.2
0.3
0.4
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0.6
0.7
0.8
0.9

1

150 160 170 180 190 200 210 220 230 240 250

Effort (Person-months)
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Risk Tolerance Control

Effort (Person-months)
Confidence Level

0
0.1
0.2
0.3
0.4
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0.9

1
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0

0.01

0.02

0.03

0.04

0.05

150 160 170 180 190 200 210 220 230 240 250

Effort (Person-months)

Pr
ob

ab
ili

ty P(xi < 210) = .84

84%

• User adjusts risk profile 
by specifying a point 
on the output distribution

• Example: 84% of possible 
outcomes are less than 
+ one standard deviation
– or 210 PM is the 84%

confidence level
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Practical Uses of the Results
• Estimating costs

– You may want to budget contingency funds to cover 
a comfortable part of the range.  For fixed price jobs 
this can be especially important.

• Setting expectations
– Express size/cost/schedule estimates in terms of 

ranges rather than fixed numbers (point estimates).
– Stakeholders should discuss project in terms of it’s 

probability of completion.
– E.g., there is an 84% chance that effort will be less 

than 210 Person-months.
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Common Distributions for Cost Models
Distribution Shape Typical Applications
uniform

 
• used in the absence of distribution data
• used to represent equally likely outcomes (e.g.

decision choices)
• software cost drivers

triangle  • a rough model when the minimum, most likely and
maximum are known but no other distribution
shape data

• software cost drivers including size
Normal
(or PERT)

• size, effort, complexity, other project
characteristics

• personnel factors representing a normal spread of
capability

• PERT available in many cost modeling tools; can
be used to approximate this and other distributions
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Common Distributions for Cost 
Models (cont.)

Distribution Shape Typical Applications
lognormal •  system size, effort, complexity

•  accounts for typical underestimation of scope and
system-wide effects

truncated
lognormal

•  to prevent negative values or other inconsistent
values from a standard lognormal (e.g. when the
mean is close enough to zero that the spread goes
negative)
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Monte Carlo Analysis

• Monte Carlo analysis is a "game of chance" technique 
used to solve many types of problems by applying 
random sampling methods. 

• It uses random numbers to sample from known input 
probability distributions to determine specific 
outcomes.  

• It estimates the likely range of outcomes from a 
random process by simulating the process a large 
number of times.

• In our context, a software cost model is used for the 
simulation.



50

University of Southern California
Center for Software EngineeringC S E

USC

Monte Carlo Analysis with
Multiple Input Factors

Size Complexity 

Input 
Distributions . . .

Effort

cumulative effort distribution

Effort

Output 
Distributions
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Monte Carlo Steps

1. For each random variable, take a sample from its 
probability distribution function and calculate its 
value. 

2. Run a simulation using the random input samples and 
compute the corresponding simulation outputs.

3. Repeat the above steps until n simulation runs are 
performed.

4. Determine the output probability distributions of 
selected dependent variables using the n values from 
the runs.
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Inverse Transform Technique

• The inverse transform is used to generate random 
variates for simulation input.  

• First a random number r is chosen that is uniformly 
distributed between 0 and 1. It is set equal to the 
cumulative distribution to solve for x: 

F(x) = r
• A particular value r0 gives a value x0, which is a 

particular sample value of X.  It can be expressed as
x0 = F-1(r0)
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Illustration of Inverse Transform
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Monte Carlo Sampling for 16 
COCOMO Runs

g g

0
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Iteration Random
Number (0-1)

Size
(KSLOC)

1 0.321 45.4
2 0.550 51.3
3 0.091 36.6
4 0.807 58.7
5 0.427 48.1
6 0.667 54.3
7 0.451 48.8
8 0.003 22.7
9 0.727 56.0
10 0.360 46.4
11 0.954 66.8
12 0.371 46.7
13 0.224 42.4
14 0.704 55.4
15 0.787 57.9
16 0.202 41.7
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Monte Carlo Model Runs

10:26 AM   Tue, Mar 13, 2001

0.00 50.00 100.00 150.00 200.00

Days

1:

1:

1:

0.00

2.50

5.00
1-16: personnel

Graph 3 (Untitled)

Iteration Effort
(Person-months)

1 217.7
2 252.2
3 168.6
4 296.5
5 234.0
6 270.4
7 237.5
8 94.9
9 280.7
10 223.9
11 346.7
12 225.6
13 200.9
14 276.6
15 292.2
16 196.6

Personnel Staffing Profiles
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Monte Carlo Output Summary
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• Risk Management Context
• Cost Model Usage Overview
• Risk Identification

– Expert COCOMO example
• Risk Analysis

– tradeoff and sensitivity analyses
– probabilistic estimation

• Tool Examples
• Summary and References
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COCOMO II Output Ranges
• COCOMO II provides one standard deviation 

optimistic and pessimistic estimates.
• Reflect sources of input uncertainties per funnel 

chart.
• Apply to effort or schedule for all of the stage 

models.
• Represent 80% confidence limits: below 

optimistic or pessimistic estimates 10% of the 
time. Stage Optimistic

Estimate
Pessimistic

Estimate

1 0.50 E 2.0 E

2 0.67 E 1.5 E

3 0.80 E 1.25 E
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• Effect of 
uncertainties
over time

Software Estimation Accuracy

Relative 
Size 

Range

Operational
Concept

Life Cycle 
Objectives

Life Cycle 
Architecture

Initial 
Operating 
Capability

x

0.5x

0.25x

4x

2x

Applications
Composition

Early
Design

Post-Architecture

Relevant
COCOMO II
Estimation

Models

Feasibility Plans/Rqts. Design Develop 
and Test

Phases and Milestones
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USC COCOMO Outputs

uncertainty range 
depends on estimation 
model
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Cost Xpert PERT Inputs
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Cost Xpert Risk Subtab

Range depends 
on PERT size 
inputs

Likely risks
for project type

Factor 
sensitivities
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Handling Uncertainty in Other 
Cost Modeling Tools

• Other tools (e.g. SEER) allow PERT 
distributions for size and cost driver ranges

• Sample confidence level chart output:
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Monte Carlo Tool Example
• Crystal Ball works with spreadsheets to define 

parameter distributions and run Monte Carlo.
• This software process analysis used an activity-based 

cost model.



65

University of Southern California
Center for Software EngineeringC S E

USC

Agenda

• Risk Management Context
• Cost Model Usage Overview
• Risk Identification

– Expert COCOMO example
• Risk Analysis

– tradeoff and sensitivity analyses
– probabilistic estimation

• Tool Examples
• Summary and References
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Summary and Conclusions
• Cost drivers provide a powerful mechanism to identify 

risks in union with cost estimation.  
• Models support risk management by analyzing cost and 

schedule impacts, tradeoffs and sensitivities.
• Risk exposure is a convenient framework for software 

decision analysis.
• It’s prudent to look at the range of possible results from a 

cost model rather than use a deterministic point estimate.
• Risk assessment is a continuous process throughout a 

project lifecycle
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• B. Boehm, C. Abts, W. Brown, S. Chulani, B. Clark, E. Horowitz, R. Madachy, D. Reifer, B. Steece,, 

Software Cost Estimation with COCOMO II, Prentice-Hall, 2000

Heuristic Risk Identification
• http://sunset.usc.edu/COCOMOII/expert_cocomo/expert_cocomo2000.html
• R. Madachy, Heuristic risk assessment using cost factors, IEEE Software, May 1997
• B. Boehm, P. Bose, Critical success factors for knowledge-based software engineering applications, 

Automated Software Engineering, Kluwer Academic Publishers, September 1995

Risk Management
• B. Boehm, Software Risk Management.  Washington, D.C.,  IEEE-CS Press, 1989
• R. Charette, Software Engineering Risk Analysis and Management, Intertext

Publications/Multiscience Press and McGraw-Hill, New York, NY, 1989
• M.J. Carr, S.L. Konda, I. Monarch, F.C. Ulrich, and C.F. Walker, Taxonomy-Based Risk 

Identification, CMU/SEI-93-TR-06, Software Engineering Institute, 1993
• R.N. Charette, Software Engineering Risk Analysis and Management, McGraw Hill, 1989.
• E. Hall, Managing Risk, Addison Wesley, 1998.
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