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Abstract

A classical problem facing many software projects is how to determine when to stop testing and release the product for use. On the one hand, we have found that risk analysis helps to address such “how much is enough?” questions, by balancing the risk exposure of doing too little with the risk exposure of doing too much. However, we have often found it difficult to quantify the relative probabilities and sizes of loss in order to provide practical approaches for determining a risk-balanced “sweet spot” operating point. One the other hand, we argue that tradeoff analysis also helps to address such questions in some particular project situations.

In this paper, we provide a quantitative approach based on the COCOMO II cost estimation model and the COQUALMO quality estimation model. We also provide examples of its use under the differing value profiles characterizing early startups, routine business operations, and high-finance operations in marketplace competition situation. We also show how the model and approach can assess the relative payoff of value-based testing compared to value-neutral testing based on some empirical results. Furthermore, we propose a way to perform cost/schedule/reliability tradeoff analysis using COCOMO II to determine the appropriate software assurance level in order to finish the project on time or within budget.
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Abstract

A classical problem facing many software projects is how to determine when to stop testing and release the product for use. On the one hand, we have found that risk analysis helps to address such “how much is enough?” questions, by balancing the risk exposure of doing too little with the risk exposure of doing too much. However, we have often found it difficult to quantify the relative probabilities and sizes of loss in order to provide practical approaches for determining a risk-balanced “sweet spot” operating point. One the other hand, we argue that tradeoff analysis also helps to address such questions in some particular project situations.

In this paper, we provide a quantitative approach based on the COCOMO II cost estimation model and the COQUALMO quality estimation model. We also provide examples of its use under the differing value profiles characterizing early startups, routine business operations, and high-finance operations in marketplace competition situation. We also show how the model and approach can assess the relative payoff of value-based testing compared to value-neutral testing based on some empirical results. Furthermore, we propose a way to perform cost/schedule/reliability tradeoff analysis using COCOMO II to determine the appropriate software assurance level in order to finish the project on time or within budget.

1. Introduction

A classical problem facing many software projects is how to determine when to stop testing and release the product for use. We have found that risk analysis helps to address such “how much is enough?” questions, by balancing the risk exposure (probability of loss times size of loss) of doing too little with the risk exposure of doing too much. However, we have often found it difficult to quantify the relative probabilities and sizes of loss in order to provide practical approaches for determining a risk-balanced “sweet spot” operating point.

In this paper, we provide such a quantitative approach based on the COCOMO II cost estimation model and the COQUALMO quality estimation model. We also provide examples of its use under the differing value profiles characterizing early startups, routine business operations, and high-finance operations. Further, we show how the model and approach can assess the relative payoff of value-based testing as compared to value-neutral testing.

Section 2 summarizes the related research work on value-based approaches to address various aspects of software assurance. Section 3 addresses some empirical results on the relative cost of achieving increasing levels of software assurance from the calibration of the Constructive Cost Model (COCOMO) II [1] to 161 representative project data points. Section 4 shows related results from a COCOMO II extension called COQUALMO [2]. It is based on fewer project data points, but is calibrated to data on software defect introduction and removal, showing the effects of investments in software defect detection via peer review, automated analysis and execution testing and tools on delivered defect density. Section 5 shows the relations between COCOMO II and COQUALMO. Section 6 presents the typical Value Estimating Relationships (VERs) for software assurance and the system delivery time for various situations. Section 7 shows how the COCOMO II, COQUALMO, and VERs can be used in combined risk analyses to determine how much software assurance is enough and to determine the relative payoff of value-based vs. value-neutral testing. It also discusses how COCOMO II can be used to perform tradeoff analysis to determine the appropriate software assurance level with schedule or cost constraint. Section 8 finally summarizes the conclusions and future work.
2. Related Work

Some encouraging results have been achieved in developing frameworks and techniques for reasoning about various aspects of software quality. These include general frameworks for reasoning about software quality attributes [3,4], and specific definitional frameworks for dependability attributes [5,6]. As different stakeholders depend on different system capabilities in different situations, “dependability: is necessarily a multi-attribute construct whose attribute values are situation-dependent. General frameworks for making software engineering decisions that enhance the value of delivered software systems have been developed in the Economics-Driven Software Engineering Research (EDSER) workshops [7] and elsewhere [8,9]. 

Some EDSER contributions have explicitly addressed various aspects of software assurance from the value-based perspectives. These include the Carnegie Mellon University work on value-based security investment analysis [10], warranty models for software [11], and value-based software fault detection [12]; the University of Virginia application of real-options theory to the value of modularity [13] and application of utility-theory and stochastic control approaches to reliable delivery of computational services [14]; and the USC work on software cost and quality estimation models [1,2] and on value-based software engineering processes, methods, dependability models and tools [15,16,17]. Some good treatments of value-based and risk-based testing are [19] and [20].

3. Development Cost of “Required Reliability”: COCOMO II

The core of the Constructive Cost Model (COCOMO) II [1] is a parametric relationship involving 24 variables used to estimate the amount of effort in person-months required to develop a software product defined by the variables. By multiplying the project effort by its cost per person-month, one can also estimate the project’s cost.

COCOMO II’s parameters include the product’s equivalent size in thousands of lines of code (KSLOC) or a function-point equivalent; personnel characteristics such as capability, experience, and continuity; project characteristics such as execution-time and storage constraints; and product characteristics such as complexity, reusability, and required reliability.

The effect of each variable on project effort has been determined by a Bayesian combination of expert judgement and multiple regression analysis of the data from 161 completed projects representing a wide range of sizes and applications. The regression analysis determined the size and significance of each parameter’s effect on project effort. The degree of software assurance is indicated by the rating of “Required Software Reliability” (RELY) cost driver. The effect of the RELY variable on project effort is a 54% increase between a Very Low and a Very High RELY project. As the schedule effects of early non-test software assurance (review, analysis) investments tend to pay off due to earlier fixes and reduced rework, the increased effort maps into an equivalent increase in level-of-effort testing and fixing time, as shown in the x axis of Figure 1. The corresponding effort multiplier relative to a Nominal value of 1.0 shows the relative cost per source instruction for each rating level, assuming that the rating levels of the other variables stay constant. Thus, for example, the relative cost of a safety-critical product will be 26% higher than a nominal in-house software product. This value represents the net effect of the added effort to prevent, detect, and fix more software defects versus the reduced rework effort resulting from earlier defect detection. 

The RELY rating scale is shown at the left of Figure 1, in terms of the defect risk or impact of a defect on the product’s operational behavior and outcome. For example, a Very Low rating corresponds to a slight inconvenience to an early adopter, while a Very High corresponds to a risk to human life in a safety-critical system.
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Figure 1. COCOMO II Software Development Cost/Reliability Tradeoff

The COCOMO II model’s RELY cost driver enables software projects to reason about the cost of different reliability investment levels. Note that other COCOMO II cost drivers (e.g., TIME) enable further quality and cost tradeoff analyses for such software quality attributes as performance.

4. Cost of “Reduced Delivered Defect Density”: COQUALMO

As an extension of the COCOMO model, COQUALMO [2] enables users to specify time-phased levels of investment in improving software assurance measured by defect densities in requirements, design and code, and to estimate the resulting time-phased reliability levels. The current version of COQUALMO estimates delivered defect density in terms of a defect introduction model estimating the rates at which software requirements, design, and code defects are introduced, and a subsequent defect removal model. The overall structure of the COQUALMO model is shown in Figure 2.

The defect introduction rates are determined as a function of calibrated baseline rates modified by multipliers determined from the project’s COCOMO II product, platform, people, and project attribute ratings.  For example, a Very Low rating for Applications Experience will lead to a significant increase in requirements defects introduced, and a smaller increase in code defects introduced. The defect removal model estimates the rates of defect removal as a function of the project’s levels of investment in peer reviews, automated analysis tools, and execution testing and tools.  Its rating scales range from Very Low to Extra High. 
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Figure 2. Overall Structure of COQUALMO Model

The calibrated baseline defect introduction rates for COQUALMO are 10 requirements defect/KSLOC, 20 design defects/KSLOC, and 30 code defects/KSLOC, for a total of 60 defects/KSLOC introduced. Starting from this baseline, the COQUALMO estimation of reduced delivered defect density as a function of the composite defect removal rating is shown in Figure 3. The Very Low composite defect removal rating leaves delivered defect density at 60 Delivered Defects/KSLOC (DDK), while an Extra High rating can reduce the delivered defect density to only 1.6 DDK. Note that the composite defect removal rating is an integration of the ratings for automated analysis tools, peer reviews, and execution testing and tools. The RELY Cost-Estimating Relationship (CER) in COCOMO II discussed in Section 3 is available to estimate the cost of these investments, as its Very Low to Very High rating levels correspond to the horizontal rows of defect reduction investments in Table 1. 
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Figure 3. COQUALMO Reduced Delivered Defects Estimates at Nominal Defect Introduction Rates

The current COQUALMO defect introduction model is calibrated to the total number of defects introduced, including bad fixes. This is a reasonable first approximation, but is insensitive to the defect removal rate. An example extension will be a more precise treatment of “bad fixes”, which average about 7% of all defect fixes and over 10% of defect fixing effort.
5. Relations Between COCOMO II and COQUALMO

There is an initial bridge to software assurance estimation provided by the COCOMO II Required Reliability (RELY) cost estimating relationship (CER), which is expressed in terms of the operational impact of software defects. Figure 1 shows the corresponding effort multipliers or relative levels of effort or cost to achieve the associated software assurance levels, as calibrated from experience data on 161 diverse software projects. For example, developing software for users with low, easily recoverable losses such as PC users results in a relative cost of 0.92; while developing software for financial organizations where crashes can cause high financial losses results in a relative cost of 1.10.

The relationship between COCOMO II and COQUALMO is based on the fact that the COQUALMO rating scales for levels of investment in defect removal via automated analysis, peer reviews, and execution testing and tools have been aligned with the COCOMO II RELY rating levels. One can thus compare the levels of investment for the Low and High COCOMO II rating levels with the tools and activities used at these levels in the COQUALMO rating scales.

6. Value Estimating Relationships (VERs) 

Finally, we need value estimating relationships (VERs) supplied by project critical stakeholders to relate software assurance investment levels or product delivery time to resulting benefit flows and value earned. VERs assume that stakeholders have performed a baseline business case analysis for various components of value (profit, customer satisfaction, and on-time performance, etc.) as a function of the software assurance (i.e., peer review, automated analysis and automated analysis, and execution testing and tools) levels. In the e-service domain, the major VERs involve losses in the market share due to poor software assurance (not enough review, analysis and testing time) and due to market share losses. Section 6.1 compares the VERs for value-based testing and value-neutral testing. Section 6.2 discusses the typical VERs for software assurance investment levels and the product delivery time. 

6.1. Value Estimating Relationships (VERs): Value Earned vs. Software Assurance

The initial VERs for software assurance relate the earned mission value to each level of assurance indicated by RELY rating in COCOMO II and COQUALMO. As described in section 5, the COCOMO II RELY rating levels have been aligned with COQUALMO rating scales for levels of investment in defect removal via automated analysis, peer reviews, and execution testing and tools. Thus the RELY rating levels are positively correlated with levels of investment in testing. In this section, we show two different types of VERs for software assurance through value-neutral testing and value-based testing. 

With value-neutral testing, the earned mission value with invested testing effort will be linear shown as the dotted line in Figure 4, since each test case and defect is considered equally important. With value-based testing [17,19,20], the value earned with invested testing effort will more likely be exponential shown as a solid curve in Figure 4. Value-based testing focuses the testing effort on 20% of the features which provide 80% of the system value as shown in Figure 4, derived from Bullock’s project experience [19].
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6.2. Value Estimating Relationships (VERs): Value Loss vs. System Delivery Time

The initial VERs for system delivery time show different types of stakeholder value/utility functions for relating the mission/market value loss vs. time of delivery. They usually reflect the stakeholder value loss due to not being able to make time-critical commitments due to the delayed delivery of a software system. In this section, we propose three types of value/utility functions for system delivery time based on different scenarios.[image: image22.wmf]Combined Risk Exposure
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The shape of the value/utility function for the case of marketplace competition is shown in Figure 5. This shape of utility function is generally characteristic of software projects such as e-services and wireless networking infrastructure. Early delivery of the system enables them to rapidly capture market share ahead of their competitors. As the time of delivery passes a specific point, the market share diminishes and the system value loss goes up rapidly until reaching a diminishing-returns point, when there is very little market share left to lose.


Figure 5. Marketplace Competition (Internet Services, Wireless Infrastructure): Value Loss vs. System Delivery Time

The shape of the value/utility function for the case of fixed-schedule event support is shown in Figure 6.  For software systems to support some fixed-schedule events such as the Olympic games, a trade show or a Mars Rover launch window, the value function VL(Td) becomes a step function. Here, system delivered before the deadline loses no value, but missing the deadline loses all the value.


Figure 6. Fixed-schedule Event Support: Value of On-time System Delivery

For off-line data processing systems, the user value loss vs. system delivery time may be relatively flat. For example, scientific applications for astronomical information or historical archives will retain their value fairly uniformly as a function of delivery time, as shown in Figure 7.


Figure 7. Off-line Data Processing: Value Loss vs. System Delivery Time 

Similar types of relationships are explored in the context of investments in computing power to accelerate the generation of value-adding information processing in [18]. 

7. Use COCOMO II, COQUALMO and VERs to Determine How Much Software Assurance is Enough

7.1. Combined Risk Analyses

Under the assumptions above, COCOMO II, COQUALMO and stakeholder-supplied VERs together provide the basis for us to perform risk analyses in order to solve the problem of how much software assurance is enough. 

First, COQUALMO can be used to estimate the software assurance risk exposure. The probability of loss Pa(L) (e.g., financial, reputation, future prospects) due to  unacceptable system assurance can be estimated based on the delivered defect density in the software system: to first order, the fewer the defects, the lower the probability of loss. In COQUALMO estimation, a Very Low RELY rating implies that almost no peer review, automated analysis or testing effort is invested and almost all introduced defects are remaining in the system. We may use it as the baseline for Pa(L), whose default is 1. The Pa(L) for other RELY ratings from Low to Very High can then be computed based on the corresponding delivered defect density relative to the baseline, as shown in the second row of numbers at the bottom of Figure 8. The size of loss Sa(L) due to unacceptable system assurance can be obtained from the VER’s for software assurance. For each level of software assurance investment indicated by RELY rating, a corresponding value loss can be obtained from the stakeholder value/utility function. With value-neutral testing, the decrease in Sa(L) with testing time will be linear, as each test case and defect is considered equally important. With value-based testing [19,20], the decrease in Sa(L) will more likely be exponential as shown in rows 3, 4 and 5 at the bottom of Figure 8. Figure 8 also show that the resulting Sa(L) will be different for different business cases such as early start-up, normal commercial and high finance business. Then we can compute the software assurance risk exposure as 
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Figure 8. Combined Risk Exposures (RE): Early Startup, Commercial and High Finance

These values enable us to calculate relative assurance risk exposures 
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 as functions of added testing time for the three classes of e-service business cases (early startup, mainstream commercial, high finance) shown as the solid line of squares, the solid line of triangles, and the solid line of stars in Figure 8. Each of these classes of stakeholders can then determine their “how much software assurance is enough?” sweet spot by combining their software assurance risk exposure curve with their market share erosion risk exposure curve 
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shown as the line of diamonds. For simplicity, we have shown this to be equal to 1.0 for Very High RELY rating and an added 54% delay in time to market, and decreasing by a factor of 0.3 for each successively lower RELY rating, as shown in the bottom line of numbers in Figure 8.

Finally, we can find a sweet spot (the minimum) from the combined risk exposure due to both unacceptable software assurance and market share erosion. Figure 8 shows the three combined RE curves in dashed lines and the corresponding sweet spots of software assurance levels for early startup, normal commercial and high finance business cases. For the high finance business case, its sweet spot of software assurance locates at the right-most hand side because the risk exposure of system assurance 
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dominates. For the early startup business case, its sweet spot of software assurance locates at the left-most hand side because the risk exposure of market share erosion 
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 dominates. Such risk analyses can help decision-makers determine where is the optimal stopping point of the software assurance investment effort for their project based on their own business case.  In the combined risk analyses, our Market Risk curve in Figure 8 is the first segment of the Marketplace Competition curve from section 6.2. Note that other analyses can be made to determine how much software assurance is enough for other types of mission value loss curves. 

Furthermore, we can compare the value-based assurance with value-neutral assurance by their combined risk analyses. We here use high finance business case as an example to illustrate. The decrease in Sa(L) with testing time will be linear for the value-neutral testing, while the decrease in Sa(L) with testing time will be exponential for the value-neutral one as shown in the row 3 and 4 at the bottom of Figure 9.  The combined risk exposure of value-based testing is shown as the dashed line of triangles, while the combined risk exposure of value-neutral testing is shown as the dashed line of stars in Figure 9. The sweet spot of value-neutral testing moves to up and right of that of value-based testing, which is also shown in Figure 9. The results explicitly show that the minimum combined risk exposure for value-neutral testing is about 40% higher than that of value-based testing. And in order to achieve the minimum combined risk exposure for the software system, we have to invest more for value-neutral testing than for value-based testing. Value/Risk-based testing emphasizes the testing objectives and plan derived from the original risk analysis, so that test cases can be prioritized based on the prioritized requirements and operational scenarios. Project stakeholders can identify the risks that have been addressed (test cases passed) and the outstanding risks due to either a lack of information (un-run test cases) or failed test cases [20]. Relating test cases and results to risks is particularly useful for projects with tight schedule/cost constraints. Thus value-based testing is generally preferable to value-neutral testing techniques such as automated test generators, path testing, mutation testing or testing with unprioritized requirements. Some future research challenges are to find value-based counterparts for these testing techniques.


Figure 9. High Finance Combined Risk Exposures: Comparing Value-based Testing vs. Value-neutral Testing

We extend the current iDAVE (Information Dependability Attribute Value Estimator) [17] to support such risk analyses. It provides the default values of Sa(L) and 
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of each RELY rating for three business cases (i.e., early start-up, normal commercial and high finance). Users can also provide their own values for Sa(L) and 
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based on their project business case. After the user inputs the project size in SLOC and rates each COCOMO II cost driver except RELY according to their own project situation, iDAVE will generate the curve for combined risk exposure and help to locate the sweet spot for their software assurance investment level. In addition, iDAVE can also handle other types of analyses for different situations discussed in [17] using different VERs. An initial spreadsheet tool of iDAVE is available at http://sunset.usc.edu/cse/pub/research/iDAVE/iDAVE.zip.

7.2. COCOMO II Cost/Schedule/RELY Tradeoffs

The value function for the system delivery time in combined risk analyses discussed in section 7.1 fits the marketplace competition situation shown in Figure 5. In this section, we discuss another situation that many projects with limited schedules or budgets find when they have to compromise on software assurance in order to finish on time or within budget, or when they need to ask for more resources in order to deliver a product with acceptable software assurance level. The value function shown in Figure 6 shows such fixed-schedule situation. 

We have discussed that COCOMO II has the RELY parameter for reasoning about tradeoffs between cost and required reliability in section 3. COCOMO II also has a Required Development Schedule (SCED) parameter that has been calibrated with statistical significance to the 161-project COCOMO II database
. These two parameters enable us to provide a quantitative analysis of the “cost, schedule, quality: pick any two” relationship. And we use a project with 100KSLOC as an example to illustrate the procedure of the tradeoff analysis.

Table 2. COCOMO II SCED Rating Levels and Effort Multipliers

	SCED Rating Level
	Very Low
	Low
	Nominal
	High
	Very High

	Required % of Nominal Schedule
	75
	85
	100
	130
	160

	Effort Multiplier
	1.43
	1.14
	1.00
	1.00
	1.00


Table 2 shows the calibrated values of the SCED effort multipliers. Relative to a Nominal value of 1.0, the increase in effort to a compression to 75% of the nominally-estimated schedule is an added 43%. The resulting increase in the project’s average staffing level is 1.43/0.75 = 1.91, or 91%. This near-doubling of project staff involves such strategies as full-time dedicated test personnel [20], pair-programming [21], advance staffing and training, added clerical and documentation support, and greater concurrency of development, plus the extra communication overhead of larger staffing levels. Trying to compress the schedule to less than 75% of nominal involves so much communication overhead that it is almost never achievable on projects above 15 people.
Table 3 shows the quantitative Cost/SCED/RELY tradeoff relations derived from COCOMO II for a 100-KSLOC project. The SCED header shows the SCED effort multipliers and nominal schedule fractions for the SCED rating levels. The RELY header shows the corresponding RELY rating levels and effort multipliers. The cells in the table show the resulting estimated cost in $million ($M) and estimated schedule in calendar months (Mo.) for a 100-KSLOC project whose other parameters are all rated at Nominal. These are derived from the resulting calibrated COCOMO II estimating equations:
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Thus, for a High-RELY 100-KSLOC project with a Very Low required schedule, the results in Table 3 are derived as:
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Table 3. COCOMO II Cost/SCED/RELY Tradeoffs (100-KSLOC Project)

	                            Cost ($M)
Development 

Time (Months)
	SCED

	
	VL

1.43/0.75
	L

1.14/0.85
	N

1.00/1.00
	H

1.00/1.30
	VH

1.00/1.60

	RELY
	VL (0.82)
	5.46
	4.35
	3.82
	3.82
	3.82

	
	
	18.2
	20.7
	24.3
	31.6
	38.9

	
	L (0.92)
	6.13
	4.89
	4.29
	4.29
	4.29

	
	
	18.9
	21.4
	25.2
	32.8
	40.4

	
	N (1.00)
	6.66
	5.31
	4.66
	4.66
	4.66

	
	
	19.4
	22.0
	25.9
	33.7
	41.4

	
	H (1.10)
	7.33
	5.85
	5.13
	5.13
	5.13

	
	
	20.0
	22.7
	26.7
	34.7
	42.7

	
	VH (1.26)
	8.39
	6.69
	5.87
	5.87
	5.87

	
	
	20.9
	23.7
	27.9
	36.2
	44.6


Figure 10 provides a graphical view of the numbers in Table 3. It clearly shows “cost, schedule, quality: pick any two” effect. For example, suppose that the project wants a High RELY level (10K-hours MTBF) and a 20-month delivery schedule within a budget of $5.5M. Unfortunately, a High RELY level and a 20-month schedule require a budget of $7.33M. For a cost of $5.5M, the project can get a High RELY level and a delivery schedule of 23.5 months, or a 20-month delivery schedule but a Low RELY level. The three circles in Figure 10 represent the three resulting “pick any two” points.

8. Conclusions

In this paper, we present a value-based approach for project decision-makers to determine how much software assurance is enough. This approach describes how the COCOMO II, COQUALMO, and stakeholder-supplied value estimating relationships (VERs) can be used in combined risk analyses and tradeoff analysis in order to determine an optimal software assurance investment level for a project. With such value-based software assurance models, users can perform sensitivity analyses of the most appropriate assurance investment level for different cost-of-delay situations.
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Figure 10. COCOMO II Cost/SCED/RELY Tradeoff Curves (100KSLOC Project)

In addition, the combined risk analysis model is also valuable for determining the relative payoff of value-based vs. value-neutral testing, which can be as high as 40% for high-value applications.
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Table 1. Defect Removal Investment Rating Scales


Rating�
Automated Analysis�
Peer Reviews�
Execution Testing and Tools�
�
Very Low�
Simple compiler syntax checking.�
No peer review.�
No testing.�
�
Low�
Basic compiler capabilities�
Ad-hoc informal walkthroughs�
Ad-hoc testing and debugging.�
�
Nominal�
Compiler extension


Basic requirements and design consistency


�
Well-defined sequence of preparation, review, minimal follow-up.�
Basic test, test data management, problem tracking support.


Test criteria based on checklists.�
�
High�
Intermediate-level module and inter-module;


Simple requirements/design�
Formal review roles with well-trained participants and using basic checklists, follow up.�
Well-defined test sequence tailored to organization.


Basic test coverage tools, test support system.


Basic test process management.�
�
Very High�
More elaborate requirements/design


Basic distributed-processing and temporal analysis, model checking, symbolic execution.�
Basic review checklists, root cause analysis.


Formal follow-up using historical data on inspection rate, preparation rate, fault density.�
More advanced test tools, test data preparation, basic test oracle support, distributed monitoring and analysis, assertion checking.


Metrics-based test process management.�
�
Extra High�
Formalized specification and verification.


Advanced distributed processing�
Formal review roles and procedures.


Extensive review checklists, root cause analysis.


Continuous review process


 improvement.


Statistical Process Control.�
Highly advanced tools for test oracles, distributed monitoring and analysis, assertion checking


Integration of automated analysis and test tools.


Model-based test process management.�
�
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Figure 4. VERs for Value-neutral Testing vs. Value-based Testing
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� The t-values from the regression analysis are 2.60 for RELY and 4.06 for SCED, well above the significance threshold of 1.96 for 1.61 data points and 24 calibrated parameters [1].
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