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Abstract—Our vision of sensor webs—dynamic amalgama-  Thus, sensor webs adomain-specificFor example geo-
FiOﬂS of sensor webs each constructed within a flow web physica| sensor webs measure geophysica| phenomena for
infrastructure—embraces sensors webs as *systems of systeM o411y geientistscomputationalsensor webs measure server
in which many sensor webs of many kinds—geophysical, routing, load i disk v backol band-
service, and computational—are interlinked on demand as needs O_a » memory _Consump 1on, disk capacity, backp ane_ an
and circumstances dictate. Flow webs, are by philosophy, de- Width, and environmental parameters (rack temperatuies, a
sign, and implementation, adynamicinfrastructure that permits  flow rates, cooling reserves) for the providers of largdesca
massive adaptation in real-time. Flows may be attached to and computing infrastructure; ancbuting sensor webs measure
detached from services at will, even while information is in packet flow, queuing delay, jitter, bit error rates, and band

transit through the flow. This concept, flow mobility, permits . - - .
on-the-fly integration of earth-science products and modeling width consumption, for network providers. A large, inteigeh

resources in response to real-time demands. Flows themselvesgeophysical sensor web as envisioned by NASA [15] requires
rely upon the periodic streaming exchange of computational computational and routing sensor webs as well to allocate an

state among peers. This exchange of computational state ismanage the computing and network infrastructure necessary

informed by Computational REpresentational State Transfer for modeling, prediction, data archive, feedback, and @ens
(CREST), a generalization of web practices in which web requests control ’ ’ ’ ’

for content and content-centric web responses are replaced by h o ) . .
the symmetric exchanges of mobile code and computational Finally, specialized sensor We_bs_ will arise, each V\_”_th a
continuations among peers. particular focus. For example, within Southern Califoritia

is clear, given politics and historical precedent, that amr “
quality” sensor web would be managed as an independent
The “sensor web,” like the internet and the world wide welentity, perhaps affiliated with, but separate and distinotnf
will be a federationof many sensor webs, large and small “wildfire” sensor web or a “weather forecasting” sensor
under many distinct spans of control, that loosely cooperaieb. Consequently, any realistic sensor web architectwrs m
and share information for many purposes with no singkxpressly accommodate a diverse cooperative of sensor webs
infrastructure or designated overarching authority. just as the modern world wide web seamlessly permits in-
“The” sensor web will not likely be established top-down bywumerable diverse and distinct web sites, each with its own
fiat. Realistically, it will grow piecemeal as distinct, imtlual purpose, perspective, and content.
systems are developed and deployed, and as legacy systers number of standards based on the technology of XML
are retrofitted with “sensor web friendly” front-ends. Thend web services are under consideration for sensor webs
development arc of a federated sensor web will mirror thf22]. Seeking to abstract and simplify sensor access these
of the world wide web, a pastiche of sites and servicestandards apply XML metadata (to describe) and standard
with only some expressly built for a sensor web. ThereforelTTP methods or SOAP methods (to access) sensor-centric
the architecture of the sensor web is of fundamental imposervices. Alternatively, we approach sensor webs from the
architectural strictures that inhibit innovation, expeentation, perspective ofctive service§l0], a generalization of web ser-
sharing, or scaling may prove fatal. vices. Active services are implemented by programs authore
Sensors are not limited to environmental, radiometric, &y network and service users. Consequently, service users
meteorological phenomena. Sensor readings include thhheaeed not rely on service vendors to implement the services
and status telemetry of remote in-situ sensors, the RFIwey desire. Active service architectures introduce éoiuad
enabled inventory of radiosondes at a local launch site, tfiexibility and powers of adaptation well above and beyond
available excess processing capacity of forecastingarsisbr that of classic web services including user-specific ana-use
even “network weather,” the responsivity, capacity, anthyle directed transcoding, translation, modeling, dynamiwiser
of the sensor web network, in short, sensors measure botimposition, distributed discovery, distributed taskisgrvice
the physical environmerdand the virtual environment of the transactions and coordination, service caches and proxges
sensor web complex. well as service streaming.

I. INTRODUCTION



We approach active services in the context of Computatiorafl URL-dependent Scheme interpreters simplifies and stream
REpresentational State Transfer (CREST), a generalizatio lines the CREST equivalent of HTTP (the HyperText Transport
the modern web whose focus is the exchange of mobile cadletocol). For example, reading the current wind speesid
and computational continuations among peers [8], [14]. Hirectiond from a San Diego meteorlogical station as a list
CREST web URLs denote computational resources, namélyd) requires only
Scheme [6] interpreters whose environments contain UR].-
specific bindings (name/value pairs). Those bindings may be —, "
data or functions or both. For example, the Scheme binding Wi, weat her - glat a. us-

’ "/ US/ CAl San- Di ego/ st ati on12/"

environment for the URL "(list (wind-speed) (wind-direction)))

www. weat her - dat a. us/ US/ CA/ San- Di ego/ stati onl2/ ) .
which means send the Scheme program (expression)

may contain the functions wi nd-speed and
wind-direction whose retun values are the most
recently measured wind speed (in meters-per-second)the URL
and wind direction (in degrees). Other URLs hosted a\tMMN_ weat her - dat a. us/ US/ CA/ San- Di ego/ st at i on12
www. weat her - dat a. us or elsewhere offer Scheme
interpreters whose top-level binding environments contafor execution (interpretation) and return the outcome t® th
entirely different bindings with different names and diffiat requestor.
values. Scheme, a well-known and rigorously defined Lisp-In the CREST architectural style new web services are
dialect, has the virtue that the representation of data aoonstructed by users who dispatch Scheme programs to web
programs is identical, that is, data and programs are baifRLs. Figure 1 illustrates a simple user-created service ex
represented as lists of cells. Scheme’s uniform representa tension implemented as a Scheme expression (program) to
of data and programs, combined with its powerful macrgather and return five timestamped wind speed and direction
facility, allow Scheme programs to easily generate othesadings, taken at fifteen second intervals. It is important
Scheme programs—an effective tool in a web whose ontpte that Scheme programs and expressions are the assembly
coin of exchange is programs. language of the CREST-enabled active web. The vast majority
Web requests in CREST are arbitrary Scheme programisusers will employ higher-level tools and libraries, weit in
issued by the requestor that are executed by the Scheme indevariety of other languages, that generate Scheme programs
preter hosted at the URL that is the target of the request. Wl exchange and evaluation among web peers. For example, in
responses in CREST are either Scheme programs or Scheheeexperimental sensor webs that we are constructing ke bu
continuations (themselves reified as Scheme programs)ofcthe implementation will be in Python and a Python/Scheme
be interpreted in the environment of a Scheme interpreteridge will hide the Scheme-specific details of CREST ex-
elsewhere in the web. A continuatiep ; is the representation changes from sensor web middleware and applications.
of the execution state of prograi (including its execution
stack and control registers) at timeExecutingcp,; at some
later timet’ resumes the execution @ at exactly the point  Using the active services of the CREST architectural style
at which it left off at timet. The programs (or continuationswe are developing a system architecture, tloav wely that
reified as programs) returned as responses may be intetprefievatedlows sequences of messages over a domain of interest
(exected) by the requestor or sent themselves as requestartd constrained in both time and space, to a position of
other URLs. primacy as a dynamic, real-time, medium of exchange for
Similarly, a server receiving a request (namely eaomputation and services. The flow web captures, in a single,
Scheme program or its continuation) may forward that remiform architectural style, the conflicting demands ofszen
guest to another URL for interpretation, execute the revebs including, dynamic adaptation to changing conditions
guest (program/continuation) and return the outcome (prease of experimentation, rapid recovery from the failures
gram/continuation) to the requestor, or, in mid-execytfonr of sensors and models, automated command and control,
ward the continuation of that execution to another URL for irincremental development and deployment, and integration a
terpretation. Further, the recipient of any program/comtion multiple levels, in many places, at different times.
may meta-interpret the program/continuation (since frtwm t Flow occurs over a definite, finite span of time and is uni-
Scheme perspective programs and data are synonymous) @inectional, oriented in “network space” from a given saurc
the outcome of that meta-interpretation may be itself agothto a given sink (destination). We treat flows as fundamental
Scheme program. Consequently, both CREST endpoints aretwork objects; flows may be named, detached from and con-
intermediaries may inspect, analyze, wrap, or modify theected to network access points, filtered, merged, combined
requests and responses (Scheme programs/continuati@ys) and rate-controlled. Informally, a flow is akin to a network
encounter thereby encouraging the promulgation of novejarden hose” where the flow has two distinguished endpoints
caches and proxies. the sourceand sink of the flow (the two ends of the “garden
The CREST model and its implementation as a univeré®se”) and an identity independent of the content moving

[ist (w nd-speed) (w nd-direction))

Il. FLow WEBS AND FLOWS



(begin
;; Define a function to take sanples at fixed intervals
;; and return those sanples as a list.
(define sanple
(lambda (n interval)
(let ((outconme "()))
;; Take n readings.
(do ((i 1 (+1i 1)) (=i n))
;; Assenble a list of tinmestanped readings.
(set! outcone
(cons
(l'ist (wind-speed) (w nd-direction) (now)
out cone))
;; WAit interval seconds between each reading.
(wait interval))
outcone))) ;; Return the list of speed/direction/tinestanp sanples.
;; Take 5 readings at 15 second intervals.
;7 Return the readings in ascending tenporal order
(reverse (sanmple 5 15)))

Fig. 1. A Scheme program to gather and return five timestampetingsa (taken at fifteen second intervals).

through it. The endpoints may be attached and detached as connection between the flow source (component) and the

need and circumstances dictate even while data is in transit  sink.

property we ternflow mobility. o Selective exchange which the flow sink is free to
Flows are the connective tissue of flow webs, massive narrow the flow in time, space, or content as the flow

computational engines organized as directed graphs whose proceeds—in short, the sink may select from the flow

nodes are semi-autonomous components and whose edges areexactly the data that it requires for its purposes.

flows. A component may be a source of zero or more flowse Arbitrary intermediationin which intermediate compo-

and/or the sink of zero or more flows. Components consume nents may be inserted anywhere within flows at any time

and generate flow content; for example, a component might for transformation and translation, buffering, resamglin

consume periodic transmissions of Level 0 sensor telemetry Or augmentation.

and produce processed Level 1 sensor data for flow transmjgs anticipate that flow webs will: permit rapid, incremen-
sion to downstream components. tal development; encourage experimentation and diversity
The individual components of a flow web may themselvesifer exceptional visibility into and control over distited
be encapsulated flow webs, in other words, a flow wefymputations; and scale gracefully to support massiveosens
subgraph may be presented to a yet larger flow web as@d computational networks. Flow webs are also compatible
single, seamless component. Flow webs, at all levels, M@jh other specialized service architectures includingsse
be edited and modified while still executing. Within a flowhetworks, grid computing, and web services. Thus flow webs
web individual components may be added, removed, starteghy significantly ease the development and deployment of
paused, halted, reparameterized, or ins_pectgd. The ©POIgyrge, integrated sensor webs.
of a flow web may be changed at will, since the flows ggongor networks composed of thousands of small, wireless,
that |.nterconnect the individual .components may, with €quay_sity devices equipped with an array of environmentabpeo
alacrity, be added, removed, disconnected, and recomhec{8s) have attracted tremendous research interest overadbro
Flow webs, modeled as arbitrary directed graphs, may easiyqe of topics including deployment [5], localization [16
contain feedback cycles, a crucial element of model-drivgfi,e synchronization [12], and wireless communicationd an
interaction and adaptation within sensor webs. Flow webs Hrotocols [20]. Data aggregation, the combination of ifdiial
explicitly intended to be modified on-the-fly, an attributellv  gongor readings into a cohesive stream, nis now recognized a
suited for dynamic interactions in sensor webs. an important function of sensor networks [17], [18]. Flows
Flow webs offer three distinctive advantages over the rggdress a different set of problems, adaptation, feedtzamk,
quest/response behaviors of HTTP and web services: reuse, than those faced by individual sensor networks.

« Continuous data transfeamong peers in which each Grid computing is a computational model that relies upon
flow sink (component) may adjust the reliability of datanany networked computers to offer a virtual architecture
transfer in keeping with sink-specific semantics, the rathat distributes execution across a parallel infrastmec{9].
of data generation, and the bandwidth of the netwofkroblems in grid computing include sharing heterogeneous



resources (operating systems, hardware platforms, artd)hogrocess control alarms or those events affecting humarolilife
services discovery, security, resource allocation, angnam- safety.
ming languages for parallelization. Flow webs are one ofyman
possible overlays atop a grid infrastructure. In other word

grid infrastructure may provide the computational resesrc Flow mobility [11] is a distinguishing characteristic of o
required by large-scale flow webs. webs and gives flow webs the ability to interconnect disgarat

Web services, “a software system designed to support ﬁgrv@ces_ on-the-fly. It.s implementation requimatelless con-
teroperable machine-to-machine interaction over a négivornectionsin the style first proposed by Aura and Nikander [1],
[24] are a form of remote-procedure call (RPC) and relkg] and recently implemented for TCP by Shieh, Myers, and
heavily upon SOAP, the Simple Object Access Protocol, _rer_[21]. The cont|r_1uat|on exchanges foste_zred by CREST
wire format for remote method calls and responses. Rec&PPIify the construction of stateless connections.
studies suggest that SOAP imposes substantial overhead [4f/¢ Dbriefly sketch a CREST-based implementation of
or requires extensive customization for scientific compata '€c€iver-side flow mobility. Assume, without loss of geriiéya
[7] and may be inappropriate for applications characterizéhat a sourceS generates a collection of sensor readings
by large quantities of streaming data such as atmosphetac & @ regular rate < 100 Hz. Let each such timestamped
for numerical weather prediction. The flow web protocols aigP!lection be a framef. At a minimum the source retains the
far less burdensome than those required by web services SiRpt recent framef; for at least a period /r. In practice,
it is straightforward to encapsulate a web service as a floOSt sensor sources will retain the most recent frames

Il. FLOW IMPLEMENTATION

allowing flows to be run as an overlay or intermediary servicdi> fi—1: -+ - fi—(m-1). Let R be a flow receiverk dispatches
a Scheme program (or equivalently a continuatios,) to the
A. Flow Characteristics URL denotingsS.

- tedly | work q licat - The interaction betweef andp proceeds as follows:

ows appear repeatedly in networks and applications. Flow . . ) . _

contents, timescales, and rates vary widely. The aperiodicl) iénzsgﬁzgécﬁmgz alist(fi fic1 -+ fi—(m-1)) Of
flow of an RSS fged may have an average frequgncy besE) p (c,) returns toS a frame selectiofi,i > j > i — (m —
measured on a time scale of days, but with a high burst 1) and a continuation,, for p. p selects just those frames

o o o et s ey e DY (sncey s dspached (create) by
q Y ( p'e. P R it is well-informed with regard taR’s requirements)

video) and a sustained bandwidth of hundreds of kilobits to 3) S invokese, with the packets; o, p; 1 iy that
megabits per second. Flows possess distinct units of cpnten constitute fl;amef: 3,00 85, 1r o Bjin=

persist over time, exhibit aperiodic and periodic behavitay 4) p transmits thej.packetgy- v, ) to re-
appear and disappear, are not necessarily known in advance.” i o » via UDP using a]70c’0 r%giﬁétioé’n&l rate-based

and demonstratd-1, 1-n, m-1, and m-n relations among and congestion-control mechanisms to ensure TCP-
producers and consumers. friendliness [13]

';lqu frarTntg IS a:j cnftllcatl element Of. dflowt_ geng_ratlc()jn 5) If p receives one or more negative acknowledgements
and interpretation and reflects many considerations imef from R then the missing packejs; ;, are retransmitted

rate control, the constraints apd characteristics of nqu ahead of any other waiting, untransmitted packets
transport, anq content semantics. For example, the framm%) p either halts or returns a continuatiep to S. If the
structure of video codecs such as MPEG-4 or Ogg Theora former then flow transmission is complete afideases
[19], abstractly cast as a sequence to executep. If the latter thenS loops to step (1) and
I0,601 -+ 00ms 1,011 oy 01y Loy . continues . . _

On the receiver sid®& estimates connection bandwidth and
where full frames/ alternate with a series of deltasto be congestion from the received frame packets and period-
applied in order against the immediately preceding fulirfea ically streams toR's programp executing atS the ongoing
is a flow framing pattern that appears in many domains. connection flow state (all flow state history is maintainethat

Flows are not necessarily frequent or periodic, for exampleeceiverR). R uses negative acknowledgements to nopifgt
event distribution is marked by our inability to know inS of any missing packets that it requirgsexecuting atS' al-
advance when an event may occur. On the other hand, periogiys knows the network location & from the return address
flow admits of a rich temporal semantics. The calculatiocontained in the UDP packets th&tperiodically transmits to
of flow integrity and reliability is a complex combination ofS containing flow state or negative acknowledgements. Note
flow periodicity, transport, and framing structure. Formde, that if receiverR fails to receive a packet; ,, for a framef; it
lower transport reliability may be tolerated in a high-ratés not required to request retransmission frpmxecuting atS
redundant flow such as streaming video where occasioaalit may be capable of tolerating, or recovering from, tres lo
missing content elements are ignored, interpolated, or mgithout any additional assistance frop In this manner,R
constructed. Far more stringent requirements may be leviechieves exactly the degree of flow reliability that it reqsi
against a flow transporting infrequent but vital eventshsag taking into account the frame generation rate, the availabl



bandwidth, and network congestion along the path fi®rno
R.

The receiveriR may transport itself to another network loca-

tion (URL U) by generating a continuatiari and transmitting
cg to U for execution.cg, since it is a continuation, contains
all of the state required to immediately restablish conteitit

S and redirect the ongoing flow to the new sibk In the
meantime another continuatiof}, remains behind ai? to

simultaneously buffer and subsequently forward on, to the

new incarnatiorcp of R at U, those frame packets; ;, that
were enroute wherR decamped fotU. In other words,cj,
establishes a short-lived “miniflow” fronR to ¢z at U to
minimize the losses. Once the origingl— R flow is drained
andcj, has all of theS — R frame packets that it wants then
R halts execution. At this point the sink of the flow frof
is anchored at.

Sender-side flow mobility employs comparable mechanismg;
as a server may force a server-side flow endpoint to generate

a stateful continuatiorey for migration to another network
location and leave behind another continuati¢nto mop up
any unfinished transmissions required by the receivereltén

possible to move both endpoints nearly simultaneouslyesin 9

their temporary doppelgangers, left behind as continoatio

at the original endpoints, can assist to re-establish the flo
[10] Michael Fry and Atanu Ghosh, “Application Level Actiwetworking,”

between the two new endpoints.

(11]

IV. SUMMARY

Like the sensor web enablement of the Open Geosp#z]

tial Consortium [3] we intend to exploit a rich collection

of middleware and services for the construction of largers
scale sensor webs. However, we have a distinctly different
view of the structure and implementation of the requisite

web services. Using the CREST architectural style we sugg
gest implementing web services as the ongoing exchange
of Scheme programs and Scheme continuations (reified [

Scheme programs) among web peers, yieldingetive web

services network. Those active services are the foundétion [16]
an implementation of mobile flows, streams of informatio[%
€

whose endpoints (source and sink) may be moved from o

network location to another in a manner that is transparent
to higher-level middleware and applications. From flows we

. : 18
extrapolate the architecture of flow webs, directed graghs 0
active components whose edges are mobile flows, that may be

H 1 “ H ” H H H H [19]
edited, modified, and *rewired” during executing while Istil 20] Joseph Polastre, Jason Hill and David Culler, “Vetsatiow Power

preserving computational and communication integrity)sse

webs, realized as flow webs, may exhibit many attractive and
useful properties including dynamic adaptation and feekiba 21!
redundancy and fault-tolerance, ease of modification aed ex

cution transparency.

[22]
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