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Measuring and Estimating Software Reliability
¢ “Classical” Software Reliability Modeling

o Fault Modeling Prior To Test

Where Do We Go From Here?
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Software reliability: “The probability that software will
not cause the failure of a system for a specified time
under specified conditions. The probability is a
function of the inputs to and use of the system as well
as a function of the existence of faults Iin the
software. The Inputs to the system determine
whether existing faults, Iif any, are encountered”.
[IEEE89]
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Determine whether software can be released

Predict resources required to bring software
to required reliability

Determine impact of insufficient resources on
operation reliability

Prioritize testing/inspection of modules having
nighest estimated fault content

Develop fault-avoidance techniques:
+ Minimize number of faults inserted
o Prevent insertion of specific types of faults
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“Classical” software reliability modeling

o Statistical models applied during software test can
estimate/forecast reliability

Inputs:
= Time between successive failures, or

= Number of failures per test interval of a
given length

Outputs:

* Probabllity Density Function (PDF) of time
to next failure, or

= PDF of number of failures in next interval

= Can estimate/forecast reliability, failure
Intensity, number of failures observed in
next n intervals, ...

5 @ THE AEROSPACE
CORPORATION




Measuring and Estimating Software 4Pk

Institute of

Reliability (cont’d) E

“Classical” software reliability modeling

¢ Over 100 models published since 1971. Better
known models include:

Musa Basic
Musa-Okumoto

Schneidewind (used on Space Shuttle
software)

Littlewood-Verrall

Goal-Okumoto (NHPP for interval failure
counts)

¢ Following slide shows sample input/output for time
between successive failures model.

Modeling done using CASRE version 3.0.
CASRE Is available free of charge from the
Open Channel Foundation, _ _
“http://www.o(g)enchannelfoundatlon.org/prOJect
S/CASRE _3.0”
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Error Seconds Since Severity
No. Last Failure
1 3.000000e+000 1
2 3.000000e+001 1
3 1.130000e+002 1
4 8.100000e+001 1
5 1 150000a4002 1
6 9.000000e+000 1
7 2.000000e+000 1
8 9.100000e+001 1
9 1.120000e+002 1
10 1.500000e+001 1
11 1.380000e+002 1
12 5.000000e+001 1
13 7.700000e+001 1
14 2.400000e+001 1
15 1.080000e+002 1

Fil= Edit

Error
MNo.

1
2
3
4

Filters Trend Maodel

Seconds Since Severity

Last Failure

3.000000e+000
3.000000e+001
1.130000e+002
8.100000e+001

9.700000e+001 1
2.630000e+002 1
4.520000e+002 1
2.550000e+002 1
1.970000e+002 1
1.930000e+002 1
6.000000e+000 1
7.900000e+001 1
8.160000e+002 1
1.351000e+003 1

1
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1.480000e+002
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Reliability (cont’d

Time between failures: C:\CASREV3\DATA\s1.dat
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Reliability Prior to Test

ldentifying Fault-Prone Modules
¢ Boolean Discriminant Functions [Schn97]

o Classification Trees
Khoshgoftaar and Allen [K
Ghokale and Lyu [Gokh97]

nos0la]

¢ Logistic Regression [Schn01
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® Measuring and Estimating Software®
Reliability Prior to Test (cont’d)

Estimating software fault content —
representative efforts include:

+ Module-order modeling
o Neural nets
¢ Zero-inflated Poisson regression [Khos01]

¢ Measurement of structural evolution
[NikoO3], [N1ko98]

e ...
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The Measurement Process
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Tools Baselined Build | )
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View of Structural Evolution at the System Level
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View of Structural Evolution at the Module Level

ﬂ[ f:) (Mon-zera) Modules for build 2001-11-02 a... W
(Non-zero) Modules for build 2001-11-02 of project project_1b, sorted by Churn since
baseline.
Churn
Modulename From
Baseline
doContentZML Parser parser, int startTaglevel, const ENCODING *enc, const char *s, const char *end, const char **nextPtr) 329.523165
doProlog(ZL_Parser parser, const ENCODING *ene, const char *s, const char *end, mt tok, const char *next, const char **nextPtr) (311.585820
examples() 309.099337
processheasurementAndPredict(const Mds: Fw Time: Tmet: RTEpochde current, const Mds: Fw: Time: Tmet RETEpochér stop) 289.353008
test2s() 279.141671
TestDiscrete: TestDiscrete() 260.394345
TestIntervallic: TestIntervallic() 256.865234
| storedttsQML_Parser parser, const ENCODING *enc, const char *attStr, TAG_NAME *agNamePtr, BINDING **bindingsPtr) 240.951958
” GreaseFilterTest{Dispatché r, const std:stingdr key, const CGLArgs& arps) 240659311
i doTest() 2377752557
PositionEstimateFunctionTest(Dispatch& 1, const std:stringde key, const CGlLArgs& args) 223.900440
DirectedGraph:closel) 214414
SimpleM ormalPositionEstimator Traits: Thread:up date State Variables (const Mds: Fwr Titne: Tmet RTEpochd start, const
Iulds :?Ew::Tme::ngt::RTEpoch& stop, const Mds Fw::Fﬂter::Grease GreaseBasis& state, const Md.s::Fw Filter: Grease: GreaseBasis& 504314
covariance, const Mds Ed:Mars: Common :Simple At Draghflodel: ArDraghodelParameter Type & air_drag_model_para, double
spacecraft_mass, double avg_engine_thrust)
AnDraghfodelParameterEstimator Traits: Thread: predictState () 203781
ParachuteEstimatorTraits: Thread:predictState() 195.119
SimpleMNormalPositionEstimator Trats: Thread: changed{const Mds: Fw: Cmp:RefCountCotnponentInstance metttored_sv, 182,310
Mds Fw: D Vhis ConstltemVectorRef changedltems)
PEEFL{(prologTok) 173,659
LengthTest( Dispatch& r, const std:stringde key, const CGLArgs& args) 165.230353
vamatniint ctor, const char™® arglist) 164.506422
GoallNetTestHarness:create X GoallTet] Dispatchés £, const std:stringd key, const COLAres& ares) 163.479793
wxmain_internal(const char® arglist) 162.467209
S @ £ OF B | Transferring data from swmeasurement jpl.nasa gav .. 1

Ranked ordering by
module of code churn
per software build
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® Measuring and Estimating Software®
Reliability Prior to Test (cont’d)

Architecture-based reliability estimates

o Architecture-based Reliability Risk Analysis
[Ammar2002]

o Comparison of Architecture-based
Software Reliability Models [Gos2001]

o Cost vs. Reliability Architectural Tradeoffs
[Gokh99]
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Architecture-based reliablility prediction [Li97]

¢ Model software system as a communicating extended finite
state machine

¢ Map the software architecture into a high-abstraction level
design language such as Petri-nets or the Specification and
Description Language (SDL)

¢ Simulate elements in the system such as work-flow
activation, failure occurrence, throughput, and of course the
behavior and flows of the architecture from the architectural
model

¢ Use simulator to analyze the reliability of architectural
designs

Experiments performed on a Bellcore product

¢ Experimental results demonstrated the ability to predict the
reliability of a software architecture

+ Verification of the predicted reliability not performed
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Current techniques allow:

+ Estimation/forecasting of software reliability during test and
operations

+ l|dentification of faulty modules during implementation, prior
to test

+ Fault content estimates during implementation, prior to test
+ Evaluation of architectures with respect to reliability

15 @ THE AEROSPACE
CORPORATION




JPL
Where Do We Go From Here? &5

Future work
o Effect of design/requirements changes to reliability

¢ Effects of software characteristics, development process
characteristics on quality

Constructive Quality Model COQUALMO under
development at USC Center for Software Engineering —
see “http://sunset.usc.edu/research/coqualmo/index.html”

+ Verification of predicted architectural reliability from
simulations

Aerospace IR&D, “Space Systems Mission Assurance
via Software Reliability Monitoring”

16 @ THE AEROSPACE
CORPORATION



. JPL
References and Further Reading s

Technology

[Ammar02] Sherif M. Yacoub, Hany H. Ammar , “A Methodology for Architecture-Level Reliability
Risk Analysis,” IEEE Transactions on Software Engineering, June 2002, pp. 529-547

[Gokh99] S. Wadekar and S. Gokhale, "Exploring Cost and Reliability Tradeoffs in Architectual
Alternatives Using a Genetic Algorithm," in Proc. of Intl. Symposium on Software
Reliability Engineering (ISSRE 99), pp. 104-113, Boca Raton, FL, November 1999.

[Gokh97] S. S. Gokhale, M. R. Lyu, “Regression Tree Modeling for the Prediction of Software
Quality”, proceedings of the Third ISSAT International Conference on Reliability and
Quiality in Design, pp 31-36, Anaheim, CA, March 12-14, 1997

[G0s2001] K.Goseva-Popstojanova, A.P.Mathur, K.S.Trivedi, Comparison of Architecture-Based
Software Reliability Models, Proc. 12th IEEE International Symposium on Software
Reliability Engineering (ISSRE 2001), Hong Kong, Nov. 2001.

[[EEE89] IEEE Guide for the Use of IEEE Standard Dictionary of Measures to Produce Reliable
Software, IEEE Std 982.1-1988, Institute of Electrical and Electronics Engineers, 1988.
[Khosh01] T. Khoshgoftaar, "An Application of Zero-Inflated Poisson Regression for Software Fault

Prediction”, proceedings of the 12th International Symposium on Software Reliability
Engineering, pp 66-73, Hong Kong, Nov, 2001.

17 @ THE AEROSPACE
CORPORATION




. JPL
References and Further Reading s

Technology

[KhoshOla] T. M. Khoshgoftaar, E. B. Allen, "Modeling Software Quality with Classification Trees", in
H. Pham (ed), Recent Advances in Reliability and Quality Engineering, Chapter 15, pp
247-270, World Scientific Publishing, Singapore, 2001.

[Li97] J. Jenny Li, Josephine Micallef, and Joseph R. Horgan, “Automatic Simulation to Predict
Software Architecture Reliability”, Proc. 8th IEEE International Symposium on Software
Reliability Engineering (ISSRE 1997), Albuquerque, NM, Nov. 1997.

[Niko2003] A. Nikora, J. Munson, "Developing Fault Predictors for Evolving Software Systems",
proceedings of the 9th International Software Metrics Symposium, Sep 3-5, Sydney,
Australia

[Niko98] A. P. Nikora, J. C. Munson, “Determining Fault Insertion Rates For Evolving Software
Systems”, proceedings of the 1998 IEEE International Symposium of Software Reliability
Engineering, Paderborn, Germany, November 1998, IEEE Press.

[Schn01] N. F. Schneidewind, "Investigation of Logistic Regression as a Discriminant of Software
Quality", proceedings of the 7th International Software Metrics Symposium, pp 328-337,
London, April, 2001.

[Schn97] N. F. Schneidewind, "Software Metrics Model for Integrating Quality Control and
Prediction”, proceedings of the 8th International Symposium on Software Reliability
Engineering, pp 402-415, Albuguerque, NM, Nov, 1997.

18 @ THE AEROSPACE
CORPORATION




