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Abstract

Over 30 years of research have gone into software reli-
ability engineering during testing. With today's complex
software systems however, reliability has to be built into
the early phases of development, including architectural
design. We present a software architecture-based
approach to estimating component reliability. Our sto-
chagtic reliability model is applicable to early stages of
development when the implementation artifacts are
unavailable and the exact execution profile is unknown.

1. Introduction

Reliability is defined as the probability that a system
will perform its intended functionality under specified
design limits. Software reliability techniques are aimed at
reducing or eiminating failures of software systems.
Existing software reliability techniques are typically
rooted in the field of reliability engineering, and particu-
larly hardware reliability. Such approaches use advanced
mathematical models for quantifying software reliability.
They complement testing by providing estimates of a pro-
gram’s ahility to operate without failure. However, they
are not always geared to today's complex software sys-
tems, and the challenges in their devel opment processes.

As the complexity of software systems increases, it
becomes necessary to model them in terms of coarse-grain
building blocks. The field of software architecture
addresses this issue via high-level abstractions for repre-
senting the structure, behavior, and key properties of a
software system [12]. Architectural decisions directly
affect aspects of system dependability. Identifying and
mitigating architectural problems early in development
helps to increase dependability of a system in a cost-effec-
tive manner. To achieve this goal, reliability and other
quality attributes must be “built into” the software system
throughout the devel opment process, including during the
architectural design phase. Therefore, building reliable
software systems requires understanding reliability at the
architectural level. However, while some recent
approaches have started to quantify reliability at the level
of architectural models, they dtill rely on system imple-
mentation to provide either (1) a behavioral model of the
system, or (2) individual components’ reliabilities.

Our work focuses on the structural and behavioral
aspects of a software system’s architecture and its effect on
the reliability of the system. In this paper, we discuss our

preliminary model for estimating components' reliability
when no implementation is available and the operational
profile is unknown. Our ongoing research strives to extend
thiswork to estimate a system’s overall reliability. In addi-
tion to reliability estimation, our model may be used to
perform sensitivity analyses to understand the effect of dif-
ferent components on the overall system reliability.

Therest of this paper is organized as follows: Section 2
discusses related works on software reliability. Section 3
provides a high-level overview of our approach to archi-
tectural reliability estimation. Section 4 introduces our
component reliability model. We conclude in Section 5
and offer an overview of our ongoing and future work.

2. Related work

Modeling, estimating, and analyzing software reliabil-
ity—during testing—is a discipline with over 30 years of
history. Many reliability models have been proposed: Soft-
ware Reliability Growth Models (SRGMs) are used to pre-
dict and estimate software reliability during testing using
statistical approaches [5,8,10,11]. Black-box approaches
are applied to the software system as a whole and largely
ignore its interna structure. White-box approaches con-
sider a system’s internal structure in reliability estimation
and directly leverage the reliability of individual compo-
nents and their configuration in order to calculate the sys-
tem’s overall reliability [6,7,9]. The general assumption is
that the individual component reliability is known or can
be obtained via SRGMs. White-box techniques are further
classified into path-based and state-based [7]: path-based
models compute software reliability based on the system’s
possible execution paths; state-based models use the con-
trol flow graph to represent the system’s internal structure
and estimate its reliability analyticaly.

The common theme across al of these approaches how-
ever, is their applicability to implementation artifacts, and
reliability estimation during testing. Even those approaches
assumed to be applicable in other development phases rely
on estimates of the code size [4]. When architectural, exist-
ing approaches consider only the structure of the system.
The only exceptions are [14] and [20], both offering com-
positional approaches to reliability modeling based on sys-
tem’s software architecture. In [14] architectural reliability
models are build based on both structural and behavioral
specifications of a system. A parametrized reliability esti-
mation technique assumes the reliability of individual
component services to be known. Similarly in [20], archi-



tectural configuration isleveraged while focusing on archi-
tectural styles for building a prediction model that is
mostly concerned with sequential control flow across com-
ponents in a system. Both approaches assume that compo-
nent behaviors exhibit the Markov property, and build
Markov models of component interactions as the basis for
caculating system reliability. However, neither approach
considers the effect of a component’s interna behavior on
itsreliability. Additionally, they rely on the availahility of a
running system to obtain the frequency of component ser-
vice invocations. Finaly, both approaches assume that
each state in the underlying Markov model corresponds to
an observable event. The latter two assumptions may not
aways hold when modeling complex systems.

3. An Approach to System Reliability

We propose a
three-fold
approach
architectura reli-
ability estimation
that can be
adapted for dif-
ferent modeling
notations. At its
core, we lever-
age the analysis
results of soft-
ware architectural
artifacts.  These
result will be fed
into a formal reli-
ability model that
estimates compo-
nent’s reliability. Finally, the component reliability values
will be plugged into a second formal model to estimate the
overall system'’s reliability. Figure 1 depicts a high-level
view of our approach. Below we highlight these steps.

Sep 1- Architectural Modeling. Analysis of architec-
tural specification reveal potential design problems that
could trandate into system malfunctions once imple-
mented. Architectural description languages (ADLS) and
formal modeling notations are widely used to offer critical
analyses of software system designs. Our previous work
has identified four primary functional aspects on which
architectural specification focuses. These four aspects or
views (called the Quartet) comprehensively model proper-
ties of component interfaces, their static behaviors, their
dynamic behaviors, and protocols of interaction among
communicating components [16,17].

The conceptual dependencies among the Quartet views
(depicted in Figure 1), both within and across components
form the basis for architectural analysis [16,17] supported
by our modeling environment [19]. The stochastic models
for reliability estimation directly use these analysis results.

Sep 2 - Component Reliability. Various classes of archi-
tectural defects (obtained in Sep 1) may affect component
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Figure 1. Our approach to component and
system reliability modeling

reliability differently. Our preliminary classification of
architectural defects [18] can be used to assign weights to
various classes of detected defects. The result constitutes a
pluggable cost-framework that can be instantiated for dif-
ferent domains [15]. The cost-framework thus provides an
input to the component reliability model.

The dynamic behavior view of a component (modeled
in a state-based notation) provided by the Quartet is the
basisfor aHidden Markov Model (HMM) [13] that will be
used to estimate the component’s reliability. This paper
focuses on describing our HMM in more detail.

Sep 3 - System Réiability. Our ongoing research lever-
ages the component reliability values (obtained from Sep
2) to estimate the overall system reliability in a composi-
tional manner. A series of concurrent state machines, each
representing an individual component’s interaction proto-
col, will be used to build an augmented Markov model.
This model is further extended to include event/action
pairs representing complex interactions (the glue) among
the components. Using this Markov model, components
can be ranked to prescribe an order for mitigating faults,
while maximizing overall reliability.

4. Component Reliability Estimation

Analysis of architectural specifications reveas poten-
tial design problems that could affect a given component’s
reliability. We use the results of such anaysis, in addition
to the state-based model describing the component’s inter-
nal behavior, to estimate component reliability via a sto-
chastic model. The stochastic model accounts for
uncertainties associated with early development stages,
such as lack of knowledge about the operationa profile.
Below we first discuss our stochastic model conceptualy,
and then formally define it. We will also demonstrate how
it will be used to estimate reliability.

Conceptual Hidden Markov Model. A component’s
internal behavior modeled in a state-based notation is used
to build an HMM [13] that estimates the component’s reli-
ability. Generally, Markovian models compute reliability
as the probability of reaching a final state without failure.
Instead of a regular Markov model, we use an HMM for
two reasons. First, in a state-based model of acomponent’s
behavior, the correspondence between states and observ-
able events may not exist (i.e., the states are “hidden”).
The second rationale for using an HMM s related to the
probability of transitions (i.e., frequency of interactions).
Early in development, the exact operational profile of the
system may be unknown, and thus these values are at best
an “educated guess’, possibly obtained by simulating
architectural models, or at worst arbitrary.

Asan example, consider the dynamic behavioral model
of a hypothetical vehicle’'s Controller component shown in
Figure 2(a), whereinitistheinitial state and normal isafinal
state. The Controller component issues commands to an
Actuator to change the direction or speed of the vehicle. In
this state-based diagram simply observing an event such as
getObstacleDist cannot help to determine the current
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Figure 2. Controller’sinternal behavior model (a), and
corresponding Markov extension (b).

(active) state of the system (e.g., both normal and chang-
ingSpeed could be the active state).

An automatable two-step process converts a dynamic
behavioral model (Figure 2a) into the desired Discrete
Time Markov model (DTM) (Figure 2b) to be used for
reliability estimation. The first step extends the state-tran-
sition diagram with some implicit transitions not previ-
ously modeled. In the second step the transitions are
decorated with (initial) probability values. The model then
can be solved to obtain re-estimation of transition proba-
bilities as well as the probability of reaching a final state
(i.e, reliability).

For the first step, consider Figure 2(b) built from the Fig-
ure 2(a). The dotted lines demonstrate some of the additional
implicit transitions required to build the HMM. Examples
include self-trangitions at a given state with a True label.
These sdf-transitions implicitly exist & every state to indi-
cate that the current state of a system may remain unchanged
during some time intervals. Another example of implicit
transitions dedls with those modeling errornous behavior.
For instance, even though invocation of the changeDir inter-
face —when the current state of the system is normal— should
result in atransition to the changingDir state, when an error
occurs the service may be invoked but the transition may not
be successfully completed (i.e., an exception may happen).
This unwanted behavior is modeled using transitions that are
destined to improper states (e.g., changeDir originated at
normal and destined to normal in Figure 2(b)). The extended

Origin " " Total P Destination
G Observation P(O) Reaction P(R) P(O)P(R) a5
Init TRUE 01 [o1 TRUE 1 Joa Init
Init getObstacleDist_| 09 | 0.9 getDistAck 1 |09 [normal ]
normal TRUE 01 |o1 TRUE 1 Joa normal
aaaaa ] changeDir 0z 1oL DirAck g normal
normal changeDir 01 DirAck 01 changingDir
normal changeSpeed 0s 101 speedAck 1 Joa normal
normal changeSpeed 03 speedAck 1 |o3 changingSpeed
normal setDefaults 015 defAck 1 o015 normal
aaaaa | setDefaults 03 defAck 06 | 009 manual
015
normal setDefaults defAck 04 | 006 cruise
manual getObstacleDist 07 getDistAck 1 |o7 manual
08
manual getObstacleDist 01 getDistAck 1 |o1 normal
manual TRUE 02 (02 TRUE 1 |oz2 manual
ChangingDir getObstacleDist 04 getDistAck 1 |o4 ChangingDir
07
ChangingDir getObstacleDist 03 getDistAck 1 |o3 Normal
ChangingDir TRUE 03 |03 TRUE 1 |03 ChangingDir
ChangingSpeed | getObstacleDist 059 getDistAck 1 |os9 ChangingSpeed
[
ChangingSpeed | getObstacleDist 001 getDistAck 1 |oo1 normal
ChangingSpeed | TRUE 04 |04 TRUE 1 |04 ChangingSpeed
cruise getObstacleDist 01 getDistAck 1 |o1 cruise
02
cruise getObstacleDist 01 getDistAck 1 |o1 normal
cruise TRUE 08 |08 TRUE 1 [os cruise

Figure 3. Initial transition probabilities for the Controller

model that includes these implicit transitionsis used for reli-
ability estimation.

The second step in building our Markov model is asso-
ciating probability values (i.e., frequency of interactions)
with transitionsin the diagram. In cases of reliability mod-
eling when the running system is available, these values
may be obtained by observing the system’s operational
profile. However, in early phases of reliability modeling
these probabilities may be unknown. In these cases an ini-
tial value (possibly arbitrary, subject to probability axi-
oms) may be assigned, and then the Baum-Welch
algorithm [13] may be applied to re-estimate the transition
probabilities, given sequences of interface invocations. A
sample initial transition table for the Controller compo-
nent in terms of probabilities of observations P(O), reac-
tions P(R), and total probability of an observation followed
by an action P(O).P(R), is shown in Figure 3. The result of
applying the Baum-Welch algorithm to obtain transition
probability valuesis shown later in this section.

Formalized M odel. Following thisinformal discussion on
the conceptual steps needed to build a Markov model, we
now formally define the HMM used to estimate compo-
nent reliability. Assuming:

S:Set of all possible States, S={S,..., S}

N : Number of states

q, :State at time't

E:Setof all Interfaces, E={E,,...,.E,}

M :Number of Interfaces(i.e,events)

F :Setof all Actions, F :{F,,...,F}

K :Number of reactions(i.e., actions)

A=(A, B, r)isaHidden MarkovModel such that :

A:statetransition probability distribution

A:{aij}'aij = Pr[Qt+1: Sj |qt:S]’ 1<i,j<N

B: Interface probability distribution in state j

B ={b,;(m)}

b(m=P[E,/Fatt|g=S],1< j<N,1<m<M,1<k<K



m:Theinitial distribution 7 ={z}

7w, =Pr[gq,=S].1<i<n.
for two states § and §, there may be several transitions
with different event/action pairs (E./Fy), for 1< k< K,

and 1 < m< M. Then, the probability of atransition from
§ to § by means of a given E, via any of the possible

K
actions Fy on Epis Z Pe.r, -
k=1
For instance, consider the state normal in Figure 2(b).
Three setDefaults transitions originate from this state and
are destined to the cruise, normal, and manual states. The
probability table of this component in Figure 3 specifies
that the probability of an occurrence of a setDefaults event
in the normal state is 0.3, with equal chances of 0.15 for
destination normal or cruisein thetable.
We define the probability Tj; of reaching j from i via

M K
any of the event/action pairs E/F as: T, = Z Z

m=1 k=1
Finally, at each state i (S) the following condition among

M K
all outgoing transitions exists: ZZZ Pu —_ 1

m=1 k=1 j=1

For instance consider the state manual: three events

(getObstacleDist, getObstacleDist, and True) originate
from this state. According to the probability table there is
80% chance that getObstacleDist occurs while a 20%
chance that a True transition is triggered.

Parameter Re-estimation. Now that the Markov model
consisting of set of states Sand set of transitions T is con-
structed, we will apply the Baum-Welch algorithm [1,13]
to estimate the parameters of our Hidden Markov Model.
The Baum-Welch algorithm is based on the Expectation
Maximization (EM) algorithm. EM is an iterative optimi-
zation algorithm, which under certain condition find the
local maximum of the likelihood function. In particular, it
maximizes the posterior probability (i.e., probability distri-
bution after observation) of the unknown parameters given
the data by defining two variables: forward and backward.

The forward variable determines the probability of
reaching state j from statei, given a sequence of transitions
(Xg:--- Xp). Each of these transitions x; corresponds to an
event/action pair. Conversely, the backward variable deter-
mines of occurrence of a (future) sequence of transitions,
given the current statei. Using the two complementary for-
ward-backward probability the Baum-Welch algorithm
evaluates various probabilities, including the probability of
a given observation sequence, the probability that the
HMM was at a given state § at time t, as well as the prob-
ability that the HMM was at a given state i at time t and
transitioned to state | at time t+1.

The details of the two iterative steps may be found in
[15] and are outside the scope of this paper. For the rest of
the discussion, we assume that the value of the parameter

RjEka .

aj has converged for al i, j.

The matrix below shows the result of applying the
Baum-Welch algorithm to our Controller example by ini-
tializing the model with a set of training data obtained
from the transition probability table demonstrated in Fig-
ure 3. We generated 100 random sequences of transitions
(T4,...,T) of length 10 as training data. The algorithm then

used this dataset to estimate transition probabilities, and
obtain maximum likelihood of arriving at a final state. In
this particular case, the algorithm converged after 44 itera-
tions and the following transition matrix was calculated.
We briefly discuss these results below.
S s s s 5 S

0.2917 0.3030 0.0881 0.0015 0.3143 0.0015

0.1659 0.0052 0.1990 0.0002 0.6286 0.0011

0.0024 0.0061 0.3982 0.0006 0.5234 0.0693

0.4930 0.0030 0.1354 0.0292 0.0545 0.2849

0.0001 0.0535 0.1939 0.0000 0.7405 0.0121

0.6541 0.1507 0.0028 0.1898 0.0026 0.0000

_.
]
DO D

Reliability Estimation. Every time transition probabili-
ties are estimated in the iterative process outlined above,
the component’s reliability gets re-calculated. The final
convergence is a result of optimizing the probability of
transitions while maximizing the component’s reliability.
The reliability of a software component depends on the
sequence of executions of its services and the reliability of
individual states (R;) in the dynamic behavioral model. If
none of the outgoing transitions of a given state are identi-
fied as mismatched (in the analysis phase), the reliability
of that state is 1. Our gpproach enables calculation of R,
based on the Quartet analyses results[15]. In theinterest of
simplicity, however, for the rest of this discussion let us
assume that the reliability at each state of the transition
diagram is known to be R;.

We adopt Cheung's model [2] for reliability estimation.
The modd leverages the described HMM and extends it by
adding two states C and F as the new final states represent-
ing Correct termination and Failure, respectively. The
details of Cheung’'s model adaptation may be found in

[15]. A Markov transition matrix P can then be calcu-
lated, where P (i, j) is the probability of transition from
state § to §. For any positive integer k, let p* be the Kth
power of 5. PX(i,]) represents the probability that,
starting from state §, the models enters the final state § at
or before k steps. As demonstrated in similar approaches
[2,14,20Q], the theory of Markov chains can now be used to
compute the probability of reaching § from §, viafinite,
arbitrarily long sequences. The reliability of the compo-
nent or the probability of reaching Correct final state C
from the initial state S; via finite arbitrary sequences can

thus be calculated as R, = P“(S,,C) [2,3]. The details of
this computation may be found in [15].

In the case of the Controller component with the calcu-
lated transition matrix T,q, Obtained from the HMM re-

estimation (discussed above), and the state reliability R, of



Ri=0.9, Ry=1, R3=0.7, R4=0.95, Rs=0.89, Rg=0.81, we
now can estimate Controller’s reliability. Since the state
normal is specified to be the final state in the model, the
Controller component’s reliability may be estimated as.

Rurp = P (init, normal)x Ry, = 0.6446x1 = 64%

5. Conclusion and Future Work

Despite the maturity of software reliability techniques,
architecture-based reliability modeling has not received
much attention. The field of software architecture offers
sophisticated modeling and analysis capabilities that often
lack quantification and measurement. Our approach is
aimed at closing the gap between architectural specifica-
tion and its effect on software reliability.

HMMs offer an effective stochastic formalism to esti-
mate reliability and other probabilistic dependability
attributes. Their flexibility, especially with respect to the
partial knowledge of a system’'s operational profile, is
exactly what is needed for early reliability estimation. The
re-estimation agorithm can randomly generate transition
probabilities, or it can leverage initial values (e.g., as in
our example), for parameter re-estimation. Intuitively, if
the initial probabilities are representative of the system’s
(existing or intended) operational profile, the estimated
reliability will more closely reflect that of the running sys-
tem, and the parameters will converge more quickly. Our
initial experience confirms this intuition: in the case of the
Controller component, when operating on arbitrary transi-
tion probabilities, the model took 96 iterations to converge
on new transition values, when operating on an “educated
guess’ of the system’'s expected behavior, the algorithm
converged in only 44 iterations.

We plan to provide a comprehensive evaluation of this
approach as part of our future work. Our work will focus
on a tight integration of the reliability models with our
architectural modeling and analysis environment. We are
also working on the extended Markov model to estimate
the system’s overall reliability based on the reliability of
individual components. We plan to apply our technique to
various applications including a testbed built based on
NASA's High Dependability Computing initiative.
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